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uwl Utility Vision

This Utility Vision establishes aspirations for the City of Fort Lauderdale’s potable water and
wastewater utilities to achieve by year 2035. Clean water and sanitation are necessities for
communities to thrive and prosper; this carries great emphasis for the City of Fort Lauderdale.
The quality, security, and innovativeness of our community’s infrastructure will be comparable to
the best cities in the United States by 2035, proving that the City is, and always will be, ready
to meet future utility challenges. To build on the improvements throughout the City’'s water and
wastewater systems, such as the progressive water treatment upgrades at the Peele Dixie
Water Treatment Plant (WTP), all of our water treatment facilities will be state of the art by 2035,
supported by fully integrated water resources management. Wastewater collection and
treatment will support and protect the miles of canal networks, intracoastal waterways and
coastline to keep Fort Lauderdale beautiful and safe. Water is the bond that connects our
community and shapes our future, our goal is to continue practicing preservation of our
environment and conservation of our water.

Beginning with the Comprehensive Utility Strategic Master Plan, started in 2015, which builds
on previous master planning efforts and unifies all of the main components of the City’s utility
system, the City is creating a sustainable water system that accounts for energy conservation,
climate change and population growth. From our potable water supply to biosolids production,
master planning is a valuable resource that provides the City guidance to revitalize utility
infrastructure, while at the same time growing it to meet forecasted 2035 population. Master
planning is, and will be focused on assessing and improving the water treatment plants,
distribution systems, the wastewater treatment plant, sewer systems, and water supply and
storage. Furthermore, master planning anticipates ever-changing regulations, and proactively
prepares the City to continue to meet and exceed regulatory requirements. The future of Fort
Lauderdale will thrive, in part, to a carefully selected path laid out by master planning efforts.

During the City’s Visioning initiative conducted in 2013, citizens consistently expressed concern
over the sustainability of our long-term water supply. In 2015, this is a well-founded question
when considering the residential and commercial growth experienced by the City, and the desire
to continue protecting Florida’s highest quality ground water sources for future generations. The
Vision includes maintaining and improving environmentally friendly policies, including a
sustainable water supply into year 2035. With improved efficiency of our reverse osmosis
membrane (membrane) treatment processes and the City’'s continued efforts in monitoring and
protecting the Biscayne Aquifer, the Biscayne supply and alternate water supplies will continue
to be accessible and provide the highest quality water through the next 20 years.
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In addition to maintaining our Biscayne Aquifer potable water supply and considering future
alternate brackish and surface supplies, the City continues vigorous efforts to maximize water
conservation. Even with extensive primary and alternate supplies, year 2035 customers will
maintain restraint and use our precious water supply resource judiciously. The City will continue
its track record of conservation success as evidenced by setting and achieving its goal of 170
gallon per capita day (gpcd) of unit water demand; in 2009 the City’s unit demand was 194 gpcd
and has reduced to 170 gcpd in 2015. The City of Fort Lauderdale will lead the way in effective
water usage and conservation to continue compliance with the 170 gpcd goal into the future and
possibly reduce it further. Continued achievement of water demand goals will be met by
continuing to develop, improve and implement conservation concepts and methods from other
successful utilities to minimize excessive water consumption. For example, the City could
implement the increasingly common practice for institutional, commercial and multi-family
residential communities of utilizing a grey water irrigation system, such as the Living
Machine® technology at the San Francisco Public Utilities Commission Headquarters-North
America’s Greenest Urban Office Building, to avoid using potable water for lawn irrigation.

In 2035, water is not the only resource being conserved. Energy use reduction is already (in
2015) at the forefront of the City’'s mission for a greater Ft. Lauderdale. The pumping
requirements of the membrane treatment process are a large consumer of electricity and in the
future, the City will continue to minimize power consumption with energy recovery devices
(ERD) that transfer excess energy from the membrane process to supplement pumping energy.
ERDs have become a standard tool in all new membrane treatment plants and will continue to
save energy in the future. By 2035 utility operators will have the ability to monitor energy usage
at key, major equipment and utilize that information to minimize energy costs. Treatment
process elements such as motors and lighting will have been strategically replaced with higher
efficiency models to optimize energy efficiency. The City has been working on energy initiatives
since 2013.

At the center of our energy use reduction efforts lies the George T. Lohmeyer Wastewater
Treatment Plant (GTL) which is currently a large consumer of energy. By 2035, the City aims to
modify the GTL to produce some of its own energy. Moving towards ideal zero-carbon footprint
operations, the GTL could convert previously wasted biosolids into useful resources through a
process known as anaerobic digestion. Methane gas produced during the digestion process, in
combination with fats/oils/grease and other food waste can be harnessed and used as fuel to
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power significant operations at the GTL. Aeration systems can utilize technology such as vapor
pressure swing adsorption (VPSA) to achieve premium efficiency. The biosolids produced from
the wastewater treatment process can then be sold to agricultural industries for nutrient rich
land applications. Furthermore, the City will continue to search for ways to reuse the reclaimed
water produced in a manner that is feasible and beneficial to the community. These
improvements will assist the utility achieving the goal of reducing their energy consumption 20
percent by the year 2020 and continue to improve beyond.

In 2035, our water and wastewater systems will achieve top percentile integrity ratings, a vital
goal to sustaining our community and our environment. The path to achieve this goal will be
assisted by a utility-wide asset management system that helps track and prioritize key repair
and replacement capital needs. The asset management system will be geographical
information system (GIS)-centric allowing users to visualize priority needs and adjust capital
project schedules as condition and risk assessments dictate. The City in 2035 will continue to
proactively repair infrastructure and replace when repair requirements are no longer cost
effective.

The Utility Goals that will Lead to Our Success

Sector of . .
Goals established in 2014
Infrastructure
e Improve water quality from Fiveash WTP by investigating different
technologies
Potable Water e Increase redundancy in some processes to allow for efficient repair and
Treatment cleaning
e Better monitor and control of pH levels
e Determine water quality of Biscayne Aquifer and feasibility of additional wells
e Investigate feasibility of anaerobic digestion for the purpose of methane
capture
Wastewater P . . . —
Treatment e Convert biosolids to marketable agricultural land application use
e Use reclaimed water as a barrier between potable water and salt intrusion,
and expand deep well capacity
e Increase I/l monitoring and identify projects that will minimize reduce I/I.
Distribution e Prioritize distribution system projects to prevent water main breaks and
and customer complaints.
Transmission e Raise lift station walls, and protect against flooding so that the sewer system is
not the first failure to occur during a storm event
e Reduce energy consumption 20% by the year 2020.
e Increase the use of grey water irrigation, especially in commercial and multi-
Energy and . .
family buildings.
Water . - . . .
. e Analysis of the efficiency of pumps in both process and service capacities
Conservation ' )
e Continued use of energy recovery devices on membrane processes to harness
unused residual pressure.

In year 2035, the City will be prepared for changes in climate. Year 2012 had some of the most
unusual weather patterns and events in the history of the United States. During this period, Fort
Lauderdale suffered extensive damage when seasonal high tides collided with the effects of
Hurricane Sandy and subsequent storms as they passed over our coast. National news covered
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the destruction of a four-block stretch of State Road A1A, which prompted the City to close two
lanes of traffic and a bicycle lane to make emergency repairs. Newspaper and social media
headlines such as “A1A mess may be wave of our future” and “Floods linger after Sandy”
sounded the alarm to act. From that point forward, all future improvements to the water
distribution and sewer systems were, and will continue to be, designed with flooding protection
and storm resistance in mind. In 2035, vital structures of the treatment facilities will be
hardened and fortified to withstand hurricanes and sea level rise caused by climate change,
through efforts such as continued investigation into the impact of sea level rise and proactive
wellfield improvements where needed. While ample storage is currently (2015) provided in the
potable water system, year 2035 will have expanded and more efficient storage of finished
water at the treatment plants and in the distribution system.

The City of Fort Lauderdale Utility Vision for 2035 will be to establish a resilient community that
is prepared for the constantly evolving world around us. Not only will the City have rehabilitated
and newly created infrastructure that is sustainable and effective, but over time move from being
a reactive utility to a proactive one. A comprehensive Capital Improvement Plan and Renewal
and Replacement Schedule will identify projects in our water treatment and distribution system
that need attention before they become problematic. Inflow and Infiltration (I/I) monitoring on
the sewer will be expanded to provide myriad data on the efficiency of the wastewater collection
system. ldentifying areas for improvement more efficiently leads to a stronger utility, and the
City’s utility is determined to remain the strongest it can be.
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uw?2 City-Wide SCADA
2.1 Introduction

The control systems at the City of Fort Lauderdale’s water and wastewater treatment plants are
Supervisory Control and Data Acquisition (SCADA) systems that generally consist of
Programmable Logic Controllers (PLC), Human-Machine Interface (HMI), Remote Telemetry
Units (RTU), one or more SCADA computers running HMI software and local area
communications networks. The SCADA system automatically controls various plant processes
and allows plant operators to monitor equipment operation. The various PLC based process
controllers contain programming logic to execute the automated sequences required to operate
the associated processes and communicate with other PLC based process controllers for
signals and commands to facilitate overall plant production. Process controllers are master PLC
control panels that contain and execute the control logic for an area of the treatment process.

This section of the CUS Master Plan provides an overview of the existing hardware and
software for the SCADA systems for the Fiveash Water Treatment Plant, Peele-Dixie Water
Treatment Plant, George T. Lohmeyer Wastewater Treatment Plant (GTL), and Distribution and
Collection Systems and provides recommendations for improvements with conceptual cost
estimates. Master Plan Section UW4 discusses recommendations with respect to manual
control of specific process components at the Fiveash and Peele-Dixie WTPs.

2.2 Fiveash WTP
221 Existing Conditions

The plant has been in service since the mid-1950’s with many modifications made to the
process and SCADA system throughout the years. The latest major modification of the Fiveash
WTP SCADA system was performed during project number 10387 — Fiveash Water Treatment
Plant Upgrades-Phase 1, which was completed in 2007. The existing process level portion of
the SCADA system consists of ABB 800 series and Square D Quantum PLCs that are
connected via an Ethernet network. The HMI portion of the SCADA system consists of
networked desktop computers and servers also connected via Ethernet. The existing SCADA
HMI software is Citect SCADA version 7.40 and the Citect Historian version is 4.50. The
desktop computers run Citect SCADA HMI software as view and configuration/engineering
nodes and the servers run Citect SCADA 1/O server node software. Plant staff is very satisfied
with the current Citect SCADA software and desires to maintain, and standardize on, the Citect
SCADA software platform. There are local remote 1/0O panels with Operator Interface Terminals
(OITs) at High Service Pumps 4&5 that communicate over Profibus Decentralized Periphery
(DP) to the associated process controller. There are no OITs at the remaining high service
pumps. The Backwash and Surface Wash Pumps have ABB 800C PLCs that communicate to
their associated process controller (ABB 800M) over Ethernet communications protocol. Each
gravity filter also has an associated Remote I/O Panel and local OIT that communicates over
Profibus to an associated PLC based process controller.

The SCADA network servers are housed in two primary locations; the Primary Control Room
and the Secondary Control Room, with process controllers and remote 1/0O panels located in
strategic process areas in the plant.

The Primary Control Room generally contains:

e Operator workstations for monitoring Fiveash WTP systems and the Prospect Wellfield.
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One operator workstation for offsite SCADA monitoring of remote storage tanks at
Poinciana Park and Second Avenue.

SCADA Server No.1.

Off Site (Prospect Wellfield) SCADA Server

Historian Server.

Terminal Server.

Ethernet Switch for Process Control Communications.

Ethernet Switch for SCADA HMI.

UPS with power distribution system.

The Secondary Control Room generally contains:

SCADA Server No.2.
UPS with power distribution system.
Process Controllers 4302A, 4302B, 4303 and 4304.

The Off Site SCADA System generally consists of:

Fiber Optic Connection to City I-Net System though a Fiber Optic Patch Panel In the
Public Services Administration Building.

Dedicated Switch/Router in the Public Services Administration Building.

Fiber Optic Cable between the Public Services Administration Building and Fiveash
Operations Building.

Off-site SCADA Server and workstation in Primary Control Room.

Off-Site SCADA workstation in the Secondary Control Room.

Process Controllers 4302A & 4302B communicate over Profibus to remote 1/0 control panels
that monitor and control:

Filter Group 1-11.
Filter Group 12-22.

Process Controller 4303 communicates over Profibus to remote I/O control panels that monitor
and control:

Hydrotreaters 1, 2, 3 & 4.

Aeration Basin.

Reservoir 1 Level.

Aeration Influent Valve Actuators (direct connect via Profibus).

Hydrotreaters 1, 2, 3 & 4 Flow Control Valve Actuators and Flowmeters (direct connect
via Profibus).

Lime Storage

Lime Slakers.

Existing Digital Command Control (DCC) Panel.

Process Controller 4304 communicates over Profibus to remote I/O control panels that monitor
and control:

Clearwell 1 Level.
North High Service Pump Station Discharge Pressure.
Filter Channel Levels
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Compressed Air System.

Coagulant Polymer Feed System.

Washwater Recovery.

High Service Pumps 12-16 Flow Meters (direct connect via Profibus).

Clear well 7 Level.

Clear well 1 Strike Down Valve Actuators and Clear well 7 Strike Down Valve Actuators
and Sluice Gates

Process control PLC Panels are installed for:

e Ammonia System.
e Lime Sludge Pump Station.
e High Service Pumps 4 & 5.

Projects No. 10508D — Fiveash Reliability Upgrade and Project No. 11589 — Fiveash
Disinfection System Replacement will replace and upgrade many of the existing ABB PLCs and
all of the Square D Sy-Max PLCs to Rockwell Automation (Allen-Bradley) CompactLogix units.
As part of these projects, a new Allen-Bradley ControlLogix PLC system will be installed in a
new Hypochlorite Building for a new Hypochlorite System. The ControlLogix PLC does require
new programming software that is not directly compatible with the existing ABB units, therefore
a gateway between the two platforms is required for integration.

The following is a summary of the SCADA system improvements contained in Projects 10508D
and 11589:

e Primary Control Room:

¢ Addition of process control and monitoring workstations in the center console
including a wall mounted display; workstations in Chief Operators Office, Process
Control Engineer’s Office, Plant Manager Office and Lab.

Upgraded SCADA Server No.1

Upgraded Historian Server

Ethernet Switch for HMI workstation subnet

Ethernet switches and redundant 1GB fiber optic cables to establish a redundant
path to the Secondary Control Room SCADA Servers and Process Controllers.
Extension of the redundant path to High Service Pump Station No.2 Switchgear
Room for connection of new Process Controller 4301 and local PLCs/OITs at the
High Service and Transfer Pumps.

e Addition of an Off-Site SCADA Server (No.1).

e Secondary Control Room:

e Addition of local process control and monitoring workstation; addition of
workstation in Chief Mechanics Office.

Ethernet Switch for HMI workstation subnet.

Upgraded SCADA Server No.2

Addition of an SQL server to back-up existing Historian

Addition of an Off-Site SCADA Server (No0.2)

Ethernet switches and redundant 1GB fiber optic cables to establish a redundant
path to the primary Control Room SCADA Servers.
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¢ Redundant 100 mbs connections to existing Process Controllers 4302A, 4302B,
4303 and 4304.

o New Process Controllers/PLC panels added for:

e Process Controller 4301 - Diesel Systems including Generators, Diesel Pumps,
Diesel Fuel Systems, Air Start System and Vacuum Priming System, Reservoir
Levels.

Lime Fill System.

Fluoride System.

Color Polymer System.

Backwash Pumps 2 & 3.

Transfer Pumps 1 & 2.

Surface Wash Pumps 1 & 2.

High Service Pumps 4 & 5.

Lime Sludge Pump Station.

Dry Polymer Batch System.

Hypochlorite System.

High Service Pumps 6 through 16.

Transfer Pumps 1, 2, 3 & 6.

Washwater Pump Station.

Ammonia Building.

Sodium Hypochlorite Facility.

Emergency Generator Facility.

¢ Modifications to the Off-Site SCADA System are:

e New RTU to convert tone telemetry for pressure monitoring stations at Imperial
Point, Harbor Beach, Bayview Drive and Seagrape Drive.

o New fiber optic media convertor and Firewall for connection to the City's I-net
system to monitor Remote Storage Tanks at Poinciana Park and Second
Avenue; and Prospect Wellfield.

e Upgraded switch/router.

New Primary and Backup SCADA Servers

o New SCADA Workstations in the Primary Control Room and the Secondary

Control Room.

¢ New Redundant Ethernet connections and switches in the new Generator Building with a
new local PLC panel.

¢ Addition of redundant 100mbs fiber optic cables and Ethernet Switches in the existing
Ammonia Building.

After completion of projects 10508D/11589, there will be approximately ten (10) ABB PLCs and
twenty seven (27) ABB remote I/O (RIO) panels remaining.
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2.2.1.1 SCADA Network

Plant staff indicates that network security is of primary concern and seeks to secure the SCADA
network from external attacks and intrusions. One area of concern for network security is
software patch management, including obtaining and implementing regular updates to firmware
and software. This is viewed as critical as continuous updates strengthen against vulnerabilities
to attacks from external sources or internal sabotage.

Plant staff indicates that Cisco rack mounted Ethernet switches have been reliable and desires
to standardize on their product family. Staff also indicates that Hirschman panel mounted
Ethernet switches have performed very well and desires to standardize on their family of
products for field mounted applications.

Plant staff indicates that the SCADA Servers and Historian Server were recently replaced with
new server computers. The new servers are installed with Microsoft Windows Server 2012 with
latest patches.

Plant staff indicates that a firewall has been implemented on the City I-net fiber connection to
the Prospect Wellfield.

For generating reports, plant staff uses the SQL database imbedded in the Citect Historian
software on the historian server and manually configures reports using an SQL interface
program. Plant staff has indicated a desire to improve reporting capabilities through
implementation of third party software.

The SCADA system presently has no on-call alert management software for remotely notifying
off site personnel of critical alarms.

The CUS Master Plan Team observes that the Fiveash SCADA system critical network
components are physically separated into two different rooms in the plant to avoid loss of the
entire system should a fire occur. This physical separation allows the plant to control the
process from either primary or secondary control room without significant interruption. Plant staff
indicates that offsite storage of critical programs and data is achieved by plant staff downloading
critical programs to a portable storage device and bringing it home so that it is off site in the
event of a significant event at the plant.

2.2.1.2 SCADA Controllers

Plant staff indicates difficulty in troubleshooting and maintaining the present SCADA system
configuration, specifically in troubleshooting the Profibus networked devices and obtaining
service and support for the ABB PLC components. Plant staff indicates a desire to migrate to a
common Rockwell Automation (Allen-Bradley) PLC platform due to familiarity, availability of
service and support, and user friendliness.

The existing SCADA system communicates with remote 1/O panels, flow meters, valve actuators
for the filters, high service pumps, transfer pumps and backwash pumps over Profibus DP
communications protocol. Plant staff indicates that the Profibus DP network has been
problematic and troublesome to troubleshoot and maintain and is not user-friendly. Profibus DP
communications is used to communicate between filter valve actuators and flow meters and
remote I/O panels to the process area controllers over fiber optic cables, which are connected in
a serially sequential fashion at each filter, to the associated filter remote 1/O panel. From there,
Profibus DP communications is used to communicate from each filter remote 1/O panel to the
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associated process controller. Additionally, Profibus is used to connect all process valve
actuators and magnetic flow meters throughout the plant.

Plant staff has indicated a desire for the following:

o Eliminate the Profibus communications protocol for filter valve actuators and flow meters
in favor of hard wired signals to the associated process controller and to implement
Ethernet communications protocol between process controllers in lieu of Profibus DP.

e Replace all plant valve actuators manufactured by Rotork with similar products
manufactured by Limitorque as support for the Rotork valve actuators has been difficult
to obtain.

e The Profibus DP network to the filter actuators is difficult to troubleshoot and diagnose.

e Replace the filter remote 1/0 panels with individual filter process controllers that contain
all control logic necessary to control the associated filter and eliminate Profibus DP
communications protocol in favor of discrete and analog signals for field
devices/instruments and Ethernet for communications to other process controllers and
plant SCADA.

e Implementation of a means to take local manual control of a pump or filter if the
associated OIT is not functional, as there are presently no local lights or switches to take
local manual control of the pump or filter. This subject is addressed with
recommendations in Section UW4 Manual Operations.

2.2.2 Reliability Concerns

The CUS Master Plan Team recommends the City implement the SCADA system modifications
put forth in projects No. 10508D — Fiveash Reliability Upgrade and Project No. 11589 — Fiveash
Disinfection System Replacement. After these projects are complete, the SCADA system will be
of a hybrid configuration with a mixture of Rockwell Automation and ABB PLCs and a mixture of
Profibus and Ethernet Communications Protocols. This condition requires interface equipment
and programming to bridge the two platforms for system communications between plant
processes.

Plant staff have indicated difficulty in maintaining, and troubleshooting, the Profibus DP portions
of the network that include communications to valve actuators, flow meters, and from remote 1/O
cabinets to process controllers, resulting in longer recovery time from control system failures
related to the Profibus DP communications. The difficulty in recovery from Profibus
communications failures results in longer than expected process interruptions and impacts to
overall plant operation. Plant staff also indicates that replacement parts for the Profibus DP flow
meters are difficult to obtain and manufacturer support for the valve actuators using Profibus DP
is nearly non-existent. The City has begun implementing Limitorque valve actuators in other
treatment facilities (GTL Injection Wellfield and Peele-Dixie WTP) with good performance and
available support and desires to standardize on their products. Plant staff also indicates that the
existing ABB magnetic flow meters for each filter are no longer supported or manufactured by
ABB and replacement parts are generally not available.
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2.2.2.1 SCADA Network

Network security is of high importance in maintaining system reliability through application of
hardware and software intrusion prevention and detection measures. The CUS Master Plan
Team recommends the following to fortify network security:

1.
2.

10.

11.

12.
13.
14.

Conduct annual IT security awareness sessions for all plant personnel.

Install a network intrusion detection system such as Cisco ASA 5505 Adaptive
Security Appliance or Checkpoint.

Install and configure malware and antivirus protection on all SCADA nodes.

Conduct quarterly vulnerability scans and implement regular software and firmware
patches. If staff is unable to perform this on a regular basis, engage the services of
an outside company to review available software and firmware patches on SCADA
network hardware and implement updates as appropriate.

Lockdown SCADA nodes by restricting user access and permissions; disable USB
ports; and implement the use of passwords of 10 characters, or higher, using a
mixture of letter, numbers, symbols and case sensitivity.

Perform hardware site survey every 5 years.

Replace existing Cisco Ethernet switches, with new Campus LAN Cisco Ethernet
switches.

Restrict unauthorized external devices from connecting to the SCADA network.
Apply latest security updates and patches on third party application software.

Automate third party application patching with patch management software, such as
Shavlik or Dameware Patch Manager.

Implement firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Disable unnecessary software services.
Remove or disable unnecessary user accounts.

Enable security logging and review security logs for unauthorized access.

The CUS Master Plan Team observes that the Citect SCADA HMI software is of a dated version
and recommends migrating to newer editions of the software to maintain system integrity,
reliability and reduce vulnerabilities. The CUS Master Plan Team recommends upgrading the
existing SCADA system software to Citect SCADA latest version, and to maintain an on-going
maintenance contract with the Citect SCADA supplier for periodic updates and support.

The CUS Master Plan Team observed that the plant reporting capabilities would be greatly
enhanced by implementing a reporting software such as XL Reporter by SyTech, Dream Report
by PcVUE solutions, or similar reporting software. Either of these software packages would be
useful in improving reporting capabilities. The CUS Master Plan Team recommends that the
City obtain trial versions of each product to test the features and determine which is most
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suitable. Upon selection, The CUS Master Plan Team recommends that a maintenance and
support agreement be negotiated and that the software be updated every five years to remain
current.

The CUS Master Plan Team, together with Plant personnel, have identified that an on-call alert
alarm management software, such as Win911 presently in use at the GTL, enhances staff
response to alarms and failures resulting in quicker response time and shorter equipment down
time. The cost of the software varies depending on the number of alarms and notification means
(such as email, voice over IP notifier, smartphone notifier, etc.). The CUS Master Plan Team
recommends the City expand the Win911 on-call alert system in use at G.T. Lohmeyer to
Fiveash and negotiate a maintenance and support agreement with the manufacturer. The CUS
Master Plan Team further recommends the software be updated every five years to remain
current.

The CUS Master Plan Team recommends the City standardize on Cisco rack mounted Ethernet
switches and Hirschman panel mounted Ethernet switches because of staff familiarity,
performance, support, and ease of application. The CUS Master Plan Team further
recommends establishing service agreements with Cisco and Hirschman to receive, and
implement, software and firmware updates to maintain system reliability and security. The CUS
Master Plan Team recommends replacing the network switches every five (5) years to keep
current with latest technology that will harden and strengthen network security.

2222 SCADA Controllers

The CUS Master Plan Team observes that plant staff has great difficulty in troubleshooting and
diagnosing Profibus DP communications protocol. The difficulty plant staff has with maintaining
the protocol results in reduced reliability of plant operations due to the amount of time necessary
to troubleshoot, diagnose, and repair the cause of communication loss. Specifically, the loss of
Profibus DP communications at a filter is difficult to diagnose because of the number of devices
connected on the protocol and the inherent configuration of the protocol communications,
resulting in the filter rendered inoperable until the problem is resolved. All signals to each
associated filter valve, and flow meter, are transmitted over a single set of wires, connected
serially, via the communications protocol. Therefore, if the communication is lost over the
serially connected set of wires, all signals to the field devices are lost and the control logic
cannot control, receive data from, or determine status of these devices. Implementation of
traditional discrete and analog signals from field devices (valve actuators, flow meters) at each
filter, to an associated filter process controller that contains all control logic necessary to operate
the filter greatly reduces the single point failures experienced when the communications
protocol fails.

Similarly, plant staff desires to eliminate the use of Profibus communications protocol between
Remote I/0O panels and their associated PLC or Process Controller. This desire is readily
achievable as the SCADA modifications under projects No. 10508D — Fiveash Reliability
Upgrade and Project No. 11589 — Fiveash Disinfection System Replacement will result in
Ethernet communications implemented as the means of peer-to-peer communications and will
set the direction for implementation for the remaining system as recommended herein.

The CUS Master Plan Team recommends modifying each filter control system to implement a
filter specific PLC based process controller, with discrete and analog signals to field devices,
that communicates to plant SCADA over Ethernet communications protocol and with a local
OIT, and basic remote manual controls, to allow local manual control of the filter. The CUS
Master Plan Team recommends replacement of the existing filter Rotork valves with Limitorque
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valve actuators to standardize on the type of valve and actuator implemented in the City plants.
The CUS Master Plan Team recommends replacement of filter magnetic flow meters using
Profibus DP for signal communications with units that transmit traditional 4-20ma DC signals to
the associated filter process controller.

The CUS Master Plan Team recommends replacing all remaining Rotork valve actuators and
ABB flow meters using Profibus DP in the plant with Limitorque valves and traditional analog
signal magnetic flow meters to standardize the plant. Critical programming to the SCADA
system is presently stored off site through a manual means of carrying portable storage devices
off site. It is recommended that the City implement the recommendations of section 2.8 of UW-2
to have interconnectivity with other water treatment facilities such that offsite storage can be
accomplished automatically.

The CUS Master Plan Team recommends replacing the remaining ABB process controller
PLCS, Remote I/0O Panels and OITs with comparable products from the Rockwell Automation
(Allen-Bradley) ControlLogix family including all control software and interface programming.
The CUS Master Plan Team recommends that the SCADA system control hardware (PLCs,
Remote I/0 Panels, OITs) be upgraded to the latest platform every 15 years. With the Fiveash
WTP SCADA system completed in potentially two different phases, the recommended
replacement window will also stagger accordingly. While a single phase of SCADA
implementation would be more ideal, the City has a portion of the implementation planned for
the Fiveash Reliability Upgrades Project. The CUS Master Plan Team also recommends
implementing Rockwell Automation ControlLogix Studio 5000 for PLC software programming.

2.2.3 Recommendations

1-5 Years (* indicates minor _cost or policy items not included in Table UW2-1,
Project UW2-1 Fiveash SCADA Improvements or the Fiveash Reliability
Upgrades)

o Replace the remaining ABB PLC process controllers and Remote 1/O cabinets,
including local OITs, to bring the entire plant to a single platform based on
Rockwell Automation ControlLogix.

o Implement the SCADA System modifications put forth in City Projects No.
10508D - Fiveash Reliability Upgrade and Project No. 11589 - Fiveash
Disinfection System Replacement.

e Conduct annual IT security awareness sessions for all plant personnel.*

e Check firmware of existing firewall/network intrusion detection system such as
Cisco ASA 5512 Adaptive Security Appliance or Checkpoint.*

¢ Install and configure malware and antivirus protection on all SCADA nodes.*

e Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.

e Lockdown SCADA nodes by restricting user access and permissions; disable

USB ports; and implement the use of passwords of 10 characters, or higher,

using a mixture of letter, numbers, symbols and case sensitivity.*

Replace and upgrade existing SCADA workstations.

Upgrade Existing SCADA servers

Perform hardware site survey every 5 years.

Replace existing Cisco Ethernet switches, with new Campus LAN Cisco Ethernet

switches.

REISS ENGINEERING

Section UW2 accepted February 17, 2017.



Restrict unauthorized external devices from connecting to the SCADA network.*
Apply latest security updates and patches on third party application software.*
Automate third party application patching with patch management software, such
as Shavlik or Dameware Patch Manager.

Implement firewalls on all data communication connections to outside sources
(not internal to the plant) that could be subject to unwanted intrusion.*

Disable unnecessary software services.*

Remove or disable unnecessary user accounts.*

Enable security logging and review security logs for unauthorized access.*
Upgrade the existing SCADA system software to Citect SCADA latest version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Upgrade reporting software to XL Reporter by SyTech, or Dream Report by
PcVUE solutions. The cost will vary depending on the tag counts and the feature
requirements selected. Negotiate and maintain a support and upgrade contract to
keep the software current and secure.

Upgrade existing rack mounted Ethernet Switches identified as a security
vulnerability to latest Cisco models with updated firmware and software.

Maintain service agreement with Cisco hardware.

Implement hardware refresh schedule.

Install On-call Alert Management Software.

Conduct routine network and SCADA self-assessments.*

Implement system backups and disaster recovery plans.

6-10 years (* indicates minor cost or policy items not included in Table UW2-1)

REISS ENGINEERING

Modify the control system for filters 1-22 to implement PLC based process
controllers with local touch screen and basic manual controls; replace all existing
filter Rotork control valve actuators with Limitorque Valve actuators with discrete
and analog signals; replace all filter magnetic flow meters with units
communicating over traditional 4-20ma analog signals.

Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.
Upgrade network intrusion detection system.

Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Upgrade rack mounted Ethernet Switches.

Perform hardware site survey every 5 years.*

Conduct routine network and SCADA self-assessments.

Review implementation of system backups and disaster recovery plans.

Perform firmware and software updates continuously each year.

Upgrade selected reporting software to latest version. Maintain a service and
support contract for periodic updates and support.

Maintain service agreement with Cisco hardware.

Replace and upgrade hardware every 5 years according to refresh schedule.
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Replace and upgrade existing SCADA workstations.
Upgrade existing SCADA servers.

11-15 years

Replace all remaining Rotork valves and ABB flow meters using Profibus DP in
the plant with Limitorque valve actuators and traditional analog signal magnetic
flow meters.
Upgrade existing PLCs, Remote I/O Panels and OITs to latest products by
Rockwell Automation.
Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.
Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.
Upgrade rack mounted Ethernet Switches.
Perform firmware and software updates continuously each year.
Perform hardware site survey every 5 years.
Conduct routine network and SCADA self-assessments.
Review implementation of system backups and disaster recovery plans.
Replace and upgrade hardware every 5 years according to refresh schedule.
Upgrade existing Hirschman Ethernet switches to latest model.
Upgrade selected reporting software to latest version. Maintain a service and
support contract.
Maintain service agreement with Cisco hardware.
Replace and upgrade existing SCADA workstations.
Upgrade existing SCADA servers including:

0 SCADA Servers 1 & 2 ( Plant Process Control)

o0 Off-site SCADA Servers 1 & 2

O Historian Server

o0 SQL Server

16-20 years (* indicates minor cost or policy items not included in Table UW2-

1
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Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Conduct routine network and SCADA self-assessments.*

Upgrade Process Control PLCs and Remote I/O’s to latest products by Rockwell
Automation.

Upgrade network intrusion detection system.

Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Upgrade rack mounted Ethernet Switches.

Review implementation of system backups and disaster recovery plans.

Perform firmware and software updates continuously each year.*

Replace the balance of the SCADA system PLCs, Remote I/O Panels and OITs.
Upgrade selected reporting software to latest version. Maintain a service and
support contract for periodic updates and support.

Upgrade existing Hirschman Ethernet switches to latest model.
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o Replace and upgrade hardware every 5 years according to refresh schedule.

¢ Replace and upgrade existing SCADA workstations.
e Maintain service agreement with Cisco hardware.

224 Cost Summary

Table UW2-1 below lists the estimated costs (in 2016 dollars) for the recommended SCADA
system improvements at the Fiveash WTP. The costs presented anticipate all recommended
work being performed by an independent contractor (not City personnel).

Table UW2-1. Fiveash WTP SCADA System

workstations

Proiect Describtion 1-5 Year 6-10 Year 11-20 Year
! B Cost Cost Cost

Replace remainder of existing PLCs and RIO’s
with  Rockwell  Automation  Controllogix | $2,500,000 SO SO
Platform
Install a firewall/network intrusion detection
system such as Cisco ASA 5512 Adaptive
Security Appliance or Checkpoint. - LS SATETE
Replace/Upgrade every 5 years.
Implement regular software and firmware $25,000 $25,000 $50,000
patches
Perform hardware site survey every 5 years. $10,000 $10,000 $20,000
Replace existing rack-mounted Cisco catalyst
4006 series Ethernet switches, with new
Campus LAN Cisco Ethernet switches. Upgrade 225,000 225,000 250,000
to latest technology every 5 years
Automate third party application patching with
patch management software, such as Shavlik or $15,000 $15,000 $30,000
Dameware Patch Manager.
Upgrad.e CItf—Z‘Ct SCADA to latest version and $20,000 $20,000 $40,000
maintain maintenance contract
Upgrade reporting software $20,000 $20,000 $40,000
Maintain service agreement with Cisco
hardware. Implement hardware refresh $10,000 $10,000 $20,000
schedule
Install On-call Alert Management Software $20,000 $10,000 $20,000
Implement syster’p backups and disaster $15,000 $15,000 $30,000
recovery plans. Review every 5 years
Upgrade Existing SCADA servers S0 $30,000 $60,000
Upgrade Field Mounted Hirschman Ethernet $0 $25,000 $50,000
Switches to latest models
Replace and upgrade existing SCADA $0 $15,000 $30,000
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Project Description

1-5 Year
Cost

6-10 Year
Cost

11-20 Year
Cost

Modify the control system for filters 1-22 to
implement PLC based process controllers with
local touch screen and basic manual controls;
replace all existing filter Rotork control valve
actuators with Limitorque valve actuators with SO
discrete and analog signals; replace all filter
magnetic flow meters with units
communicating over traditional 4-20ma analog
signals.

Upgrade Process Control PLCs and Remote
I/O’s to latest products by Rockwell SO SO
Automation

$3,300,000 50

$1,000,000

Replace all remaining Rotork valve actuators
and ABB flow meters using Profibus DP in the
plant with Limitorque valve actuators and
traditional analog signal magnetic flow meters.

S0 S0 $500,000

Replace the balance of the SCADA system PLCs,

Remote 1/O Panels and OITs. >0 >0

$1,000,000

Totals

$2,660,000 | $3,540,000 $2,980,000

2.3 Prospect Wellfield

The existing Prospect Wellfield consists of 29 Biscayne Aquifer wells that deliver raw water to
Fiveash WTP for treatment. Wells communicate to Fiveash via spread spectrum radio to a
master radio remote telemetry unit (RTU) at the eastern generator building that is connected to
the City’s fiber optic I-Net system owned by Comcast. Each well has a local pump control panel
that contains the well pump motor starter. Each well has a local RTU panel that contains a PLC,
spread spectrum radio, power supplies, relays and low voltage surge suppressors.

231 Existing Conditions

Each well RTU contains a Schneider Electric Company Modicon 612 Micro CPU PLC that is
connected to a GE MDS 9070 spread spectrum radio via an RS-232 serial communication
cable. Modicon Micro CPU’s were introduced by Schneider Electric Corporation in early 1990's
and were discontinued in 2006. Although the Micro CPU’s are presently supported by Schneider
Electric, they will sunset in the next few years. The existing Prospect Wellfield Master PLC is an
ABB unit that is obsolete. The existing wellfield radio system is approximately 18 years old and
the radio manufacturer is presently phasing out the radio model used in the wellfield.

2.3.2 Reliability Concerns

The existing Modicon PLCs and GE MDS radios are still in working condition and the City staff
is generally satisfied with their performance. However, the Modicon PLCs and MDS radios are
obsolete and the respective manufacturers have ceased issuing patches and firmware updates.
Lack of firmware updates is a security concern as there are potential vulnerabilities to outside
attack or hacking into the system. In addition, the PLCs and radios are near or at the end of
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useable life and the reliability of these units is a concern going forward. The CUS Master Plan
Team recommends that the PLCs in each well RTU, as well as the master RTU in the East
Generator Building, be upgraded to the Rockwell Automation (Allen-Bradley) ControlLogix
platform to be in congruence with the Fiveash SCADA System. The CUS Master Plan Team
also recommends that each well, and Master RTU, spread spectrum radio communication be
either replaced with fiber optic communication network or upgraded to current MDS family
products such as iNet | radio models, iNet Il radio models, or MDS Orbit models transmitting
Ethernet over spread spectrum frequencies. The iNet radio has backward compatibility with the
existing MDS-9810 radio and can be phased out slowly. The Orbit radio has the ability to create
a mesh network with other radios that greatly improves reliability through multiple paths back to
the master. The Orbit radio is not compatible with existing MDS-9810 radio and require a total
replacement for the entire wellfield radio system. The CUS Master Plan team also recommends
implementing Firewalls at each well RTU, master RTU and on the I-Net fiber optic system where
connected to plant or wellfield networks occur. The City staff indicates a preference for a fiber
optic communications network in the wellfield as it is more robust and the communications
speed is faster than that over spread spectrum radio.

The CUS Master Plan team recommends a study be undertaken to determine the viability of
fiber optic communications versus the various current MDS radio technologies indicated. The
CUS Master Plan team recommends the study include radio surveys for the indicated radio
technology types including propagation study and required antenna heights as the Ethernet
radios (iNet and Orbit) have a shorter communication range than the existing MDS-9810 radio.

Plant staff indicates that the wellfield RTU system does not include the running or fuel level
status of the existing generators. Currently, the existing fuel level monitoring system (Veder-
Root) is reporting back to the Distribution and Collection SCADA system. The CUS Master Plan
Team recommends expanding the Wellfield Master RTU to include running, fail and fuel tank
level signals from each generator for Fiveash operator use in managing wellfield operations.

The CUS Master Plan Team recommends implementation of a Water Utilities owned fiber optic
based wide area network as described in section 2.8 herein and to connect the Prospect
Wellfield Master RTU to the proposed network in lieu of the City’s I-net system owned by
Comcast.

2.3.3 Recommendations

The following summarizes Plant SCADA system recommendations to increase reliability in 5
year intervals for the next 20 years of plant services:

1-5 Years:

o Perform a study of a fiber optic network versus current radio technology,
including radio surveys to identify propagation characteristics and interferences,
to determine the most beneficial solution for the City.

o Perform replacement and upgrade of existing Prospect Wellfield Master and Well
RTU panels including:

0 New PLC with an appropriate Rockwell Automation platform unit.

0 Upgraded spread spectrum radios or fiber optic connections depending
on the recommended study outcome.

o0 New Power supplies, surge suppressors, control relays and all other
appurtenances.

o New Enclosures.
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¢ Integrate running and fail signals from existing emergency diesel generators, and
available fuel storage levels into upgraded Master RTU unit.
o Replace all uninterruptable power supplies in the wellfield and Master RTU unit.

6-10 years:
e Replacing Well RTU panels not addressed in previous 1-5 years.

¢ Integrate Prospect Wellfield onto Utilities Owned Fiber Optic wide area network.
¢ Replace all uninterruptable power supplies in the wellfield and Master RTU unit.

11-15 years:
o Replace all uninterruptable power supplies in the wellfield and Master RTU unit.

16-20 years:
o Perform replacement and upgrade of existing Prospect Wellfield Master and Well

RTU panels including:

0 New PLC with an appropriate Rockwell Automation platform unit.

0 Upgraded spread spectrum radios or fiber optic connections as
appropriate.

0 New Power supplies, surge suppressors, control relays and all other
appurtenances.

o New Enclosures.

o Replace all uninterruptable power supplies in the wellfield and Master RTU unit.

2.3.4 Cost Summary

Table UW2-2 below lists the estimated costs (in 2016 dollars) for the recommended SCADA
System improvements at the Prospect Wellfield. The costs presented anticipate all
recommended work being performed by an independent contractor (not City personnel).
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Table UW2-2. Prospect Wellfield SCADA System.

Project Description 1-5 Year Cost 6-10 Year Cost | 11-20 Year Cost

Perform a study of a fiber optic network versus
current radio technology, including radio surveys

interferences. Repeat when radios are upgraded in
the future.

to identify propagation characteristics and $130,000 SO $30,000

Perform replacement and upgrade of existing
Prospect Wellfield Master and Well RTU Panels

supplies, surge suppressors, control relays and all
other appurtenances.

including PLC, radios, enclosures, including power $315,000 $50,000 $315,000

Integrate running and fail signals from existing
emergency diesel generators, and available fuel $25,000 SO SO
storage levels into upgraded Master RTU unit.

Replace all uninterruptable power supplies in the
wellfield every five years.

$6,000 $6,000 $12,000

Integrate Prospect Wellfield Fiber Optic (if
recommended by the study). Cost will wary based S0 $750,00 SO
on the recommended topology.

Total $476,000 $806,000 $357,000

24 Peele-Dixie WTP
24.1 Existing Conditions

The Peele-Dixie WTP (nanofiltration plant) construction was completed in 2008. The existing
process level portion of the SCADA system consists of Schneider Electric Quantum PLCs that
are connected via Ethernet communications to SCADA. The HMI portion of the SCADA system
consists of networked desktop computers and servers also connected by Ethernet. The existing
SCADA HMI interface software is Citect SCADA 7.40 and the Citect Historian is version 4.50.
The desktop computers run Citect SCADA HMI software as view and configuration/engineering
nodes and the servers run Citect SCADA 1/O server node software. Plant staff is very satisfied
with the current Citect SCADA software and desires to maintain, and standardize on, the Citect
SCADA software platform.

Communications between process controller PLCs and remote input/output (RIO) subsystems,
variable frequency drives, and local OIT displays is Profibus DP. Although the existing SCADA
system at the Peele-Dixie WTP is less than 10 years old, the existing Quantum PLC that is
running Concept 2.4 software is outdated. The Concept software replacement, Unity software, is
only compatible with the new Quantum PLC platform.

The SCADA network servers are housed in one server room in the Membrane Building. There is
no second server room on site.
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The process level portion of plant SCADA consists of two (2) master process controller PLCs
(Membrane Building and Chemical Building); four (4) membrane treatment skid controller PLCs;
Cleaning System Process Control PLC; and eight remote I/O panels.

The Membrane Building Process Controller PLC connects via Profibus DP to:

Remote I/O and OIT display for the Antiscalant Chemical System.

Remote I/O and OIT display for the Sulfuric Acid Chemical System.

Remote I/O and OIT display for the Concentrate Disposal System.

Remote I/O and OIT display for the Generator Building.

Concentrate Disposal Pump Variable Frequency Drives (VFDs) (total of 3).

Remote I/O and OIT display for miscellaneous Membrane Building Process Systems.
Membrane Feed Pump VFDs (total of 4).

The Membrane Building Process Controller PLC connects via Ethernet to:

Diesel Fuel Inventory and Monitoring System.
Plant SCADA servers and workstations
Membrane treatment skid controller PLCs.
Cleaning System Process Controller PLC.
Chemical Building Process Controller PLC.

The Membrane Building Process Controller PLC connects via Modbus to:
e Electrical Power Monitors in the Membrane Building Power Distribution Switchgear.
The Chemical Building Process Controller PLC connects via Profibus DP to:

Local OIT display.

Remote I/O and OIT display for the Corrosion Inhibitor Chemical System.
Remote I/O and OIT display for the Sodium Hypochlorite Chemical System.
Remote I/O and OIT display for the Fluoride Chemical System.

Remote I/O and OIT display for the Sodium Hydroxide Chemical System.
Remote I/O and OIT display for the Transfer Pumps.

Remote I/O and OIT display for the High Service Pumps.

High Service Pump VFDs (total of 2).

The Chemical Building Process Controller PLC connects via Ethernet to:
e Plant SCADA servers and workstations
Each Membrane Skid Controller connects via Profibus DP to:

e Local OIT display.
e Membrane treatment skid control valves.
e Membrane treatment skid magnetic flow meters.

The Cleaning System Process Controller PLC connects via Profibus DP to all cleaning system
related control valve actuators.

The Plant control room generally contains:
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o SCADA workstations and large screen display(s).
The Membrane Building Server Room generally contains:

SCADA Server No.1.

SCADA Server No.2.

Virtual Domain Controllers (2)

Historian Server.

Terminal Server.

One core and two access Ethernet switches for Process Control Communications.
Ethernet Switch for SCADA HMI interface.

Rack mounted UPS system.

SCADA Operator workstations are located in:

e Chief Operators Office.
e Process Lab.
e SCADA Administrator.

There is a 100mbs redundant fiber optic data highway connecting the plant SCADA with the
Membrane Building Process Controller PLC and the Chemical Building Process Controller PLC.

The SCADA system was originally furnished with wireless LAN access points for use with
notebook computers or wireless pen tablets. Plant staff has disconnected the wireless access
points as they are a security vulnerability to the SCADA system.

The plant communicates to the Dixie Wellfield via a dedicated fiber optic cable, owned by
Comcast, to a SCADA switch in the Membrane Building Server Room.

The existing lime softening plant on site is not part of this evaluation as it has been shut down.
24.1.1 SCADA Network

Plant staff indicates that network security is of primary concern and seeks to secure the SCADA
network from external attacks and intrusions. One area of concern for network security is
software patch management, including obtaining and implementing regular updates to firmware
and software. This is viewed as critical as continuous updates strengthen against vulnerabilities
to attacks from external sources or internal sabotage.

Plant staff indicates that the existing Cisco 3560 rack mounted Ethernet switches are
approximately 10 years old and are likely vulnerable to possible attacks, however, they have
been reliable and plant staff desires to standardize on their product family. Staff also indicates
that Hirschman panel mounted Ethernet switches have performed very well and desires to
standardize on their family of products for field mounted applications.

Plant staff is upgrading the existing SCADA and historian servers to Dell Power Edge R series
and phasing out existing Dell Power Edge 2850 units.

The current Citect SCADA version is 7.40 and the Citect Historian version is 4.50. The City’s
staff is satisfied with the current Citect SCADA software and no full replacement SCADA
software is needed in the near future.
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For generating reports, plant staff uses the SQL database imbedded in the Citect Historian
software on the historian server and manually configures reports using an SQL interface
program. Plant staff has indicated a desire to improve reporting capabilities through
implementation of third party software.

The SCADA system presently has no on-call alert management software for remotely notifying
off site personnel of critical alarms.

2.4.1.2 SCADA Controllers

Plant staff indicates that the Profibus DP network has been problematic and troublesome to
troubleshoot and maintain and is not user-friendly. Profibus DP communications is used to
communicate process control valve actuators and flow meters with process control PLCs or
remote /O panels over fiber optic cables, which are connected in a serially sequential fashion.

Plant staff indicates that the OIT originally mounted on the exterior of the remote 1/O cabinet for
the high service pumps has been replaced, and relocated, due to damage from sunlight. The
replacement unit is installed in the interior of the high service pump remote I/O cabinet that
requires the door to be opened for viewing, thereby exposing the interior components to
weather elements. Similarly, interfacing with the OIT during wet weather conditions is a safety
issue and is not desirable.

Plant staff indicates the OIT originally mounted to the exterior of the remote I/O cabinet for the
transfer pumps has also been replaced in similar fashion as the one associated with the high
service pumps. Plant staff also indicates that the Profibus “chain” at the clear well/degasifier and
high service pumps is a problem because one break in the cable and the all of the connections
on the chain are lost.

Plant staff has indicated a desire for the following:

o Eliminate the Profibus communications protocol for process valve actuators and flow
meters in favor of hard wired analog and discrete signals to the associated process
controller and to implement Ethernet communications protocol between process
controllers and RIO panels or VFDs.

e Replace all plant valve actuators manufactured by Rotork with similar products
manufactured by Limitorque as support for the Rotork valve actuators has been difficult
to obtain, particularly units that communicate over Profibus DP.

¢ Implementation of a means to take local manual control of a pump or filter if the
associated OIT is not functional, as there are presently no local lights or switches to take
local manual control of the pump or filter. This subject is addressed with
recommendations in Section UW4 Manual Operations.

e Migrate to a common Rockwell Automation (Allen-Bradley) PLC platform due to
familiarity, availability of service and support, and user friendliness.

2.4.2 Reliability Concerns

Plant staff indicates difficulty in maintaining, and troubleshooting, the Profibus DP portions of the
network that include communications to valve actuators, flow meters, and from Remote I/O
cabinets to process controllers, resulting in longer recovery time from control system failures
related to the Profibus DP communications. The difficulty in recovery from Profibus
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communications failures results in longer than expected process interruptions and impacts to
overall plant operation. Plant staff also indicates that replacement parts for the Profibus DP flow
meters are difficult to obtain and manufacturer support for the valve actuators using Profibus DP
is nearly non-existent. The City has begun implementing Limitorque valve actuators in other
treatment facilities (GTL Injection Wellfield and Peele-Dixie WTP) with good performance and
available support and desires to standardize on their products. Plant staff also indicates that the
existing ABB magnetic flow meters are no longer supported, or manufactured, by ABB and
replacement parts are generally not available.

2421 SCADA Network

Network security is of high importance in maintaining system reliability through application of
hardware and software prevention and detection measures. The CUS Master Plan Team
recommends the following to fortify network security:

1. Conduct annual IT security awareness sessions for all plant personnel.

2. Install a network intrusion detection system such as Cisco ASA 5505 Adaptive
Security Appliance or Checkpoint.

3. Install and configure malware and antivirus protection on all SCADA nodes.

4, Conduct quarterly vulnerability scans and implement regular software and firmware

patches. If staff is unable to perform this on a regular basis, secure the services of an
outside company to review available software and firmware patches on SCADA
network hardware and implement updates as appropriate.

5. Lockdown SCADA nodes by restricting user access and permissions; disable USB
ports; and implement the use of passwords of 10 characters, or higher, using a
mixture of letter, numbers, symbols and case sensitivity.

6. Perform hardware site survey every 5 years.

7. Replace existing Cisco catalyst 3560 series Ethernet switches, with new Campus
LAN Cisco Ethernet switches.

8. Restrict unauthorized external devices from connecting to the SCADA network.

9. Apply latest security updates and patches on third party application software.

10. Automate third party application patching with patch management software, such as
Shavlik or Dameware Patch Manager.

11. Implement firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

12. Disable unnecessary software services.
13. Remove or disable unnecessary user accounts.
14, Enable security logging and review security logs for unauthorized access.

15. Implement fire walls on outward looking connections, such as the Dixie Wellfield fiber
optic connection, and update firmware yearly. Replace fire walls every five years.
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The CUS Master Plan Team observes that the Citect SCADA HMI software is a dated version
and recommends migrating to newer editions of the software to maintain system integrity,
reliability and reduce vulnerabilities. The CUS Master Plan Team recommends upgrading the
existing SCADA system software to Citect SCADA latest version and maintain an on-going
maintenance contract with the Citect SCADA supplier for periodic updates and support.

The CUS Master Plan Team observes implementing a reporting software, such as XL Reporter
by SyTech, or Dream Report by PcVUE solutions (or similar reporting software) will enhance
system reporting capabilities. The CUS Master Plan Team recommends the City obtain trial
versions of each product to test features and determine the most suitable solution. Upon
selection, The CUS Master Plan Team recommends negotiating a maintenance and support
agreement with the manufacturer and updating the software every five years to remain current.

The CUS Master Plan Team, together with Plant personnel, have identified that an on-call alert
alarm management software, such as Win911 presently in use at the GTL, enhances staff
response to alarms and failures resulting in quicker response time and shorter equipment down
time. The cost of the software varies depending on the number of alarms and notification means
(such as email, voice over IP notifier, smartphone notifier, etc.). The CUS Master Plan Team
recommends the City expand the Win911 on-call alert system in use at G.T. Lohmeyer to
Fiveash and negotiate a maintenance and support agreement with the manufacturer. The CUS
Master Plan Team further recommends the software be updated every five years to remain
current.

The CUS Master Plan Team observes that there is only one server room in the Membrane
Building that houses both the primary SCADA server and the secondary SCADA server. The
CUS Master Plan Team recommends identifying a second location, on site, where a second
server room could be established and to install fully redundant SCADA servers, domain
controllers, historian server, UPS systems, workstations and Ethernet switches that would allow
for a quick recovery of plant SCADA control if there is a fire, or other disaster, in the Membrane
Building Server Room. The CUS Master Plan Team further recommends extending the
redundant fiber optic Ethernet data highway to the secondary server room.

2.4.2.2 SCADA Controllers

The CUS Master Plan Team observes plant staff has great difficulty in troubleshooting and
diagnosing Profibus DP communications protocol. The difficulty with maintaining the protocol
results in reduced reliability of plant operations due to the amount of time necessary to
troubleshoot, diagnose, and repair the cause of communication loss. Specifically, the loss of
Profibus DP communications at the high service, or transfer pumps causes a loss of
communications to all of the devices on the connection. When communications is lost, pumping
operations becomes hindered, especially distribution pumping until the problem is resolved. All
signals to each associated process valve actuator, flow meter, variable frequency drive and
remote I/O panel are transmitted over a single set of wires, connected serially, via the
communications protocol. Therefore, if the communications is lost at any point over the serially
connected set of wires, all signals to the field devices are lost and the control logic cannot
control, receive data from, or determine status of these devices. Implementation of traditional
discrete and analog signals from field devices (valve actuators, flow meters, VFDs) to an
associated process controller that contains all control logic necessary to operate the process,
would greatly reduce the single point failures experienced when the communications protocol
fails.
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The CUS Master Plan Team observes the current Schneider Electric Quantum PLC platform,
and associated Concept programming software, are outdated and have been phased out by
Schneider Electric. City staff has expressed a desire to standardize on Rockwell Automation
(Allen-Bradley) ControlLogix PLC platform for all City PLC systems.

The CUS Master Plan Team recommends a comprehensive SCADA Control System Upgrade
to include:

e Replacement of existing SCADA process control system components with products of
the ControlLogix family offered by Rockwell Automation:

Membrane Building Process Controller PLC.

Chemical Building Process Controller PLC.

Cleaning System Process Controller PLC.

Membrane Treatment Skid Controller PLCs (total of 4).

O O0O0O0

e Replacement of existing SCADA remote /O panels with process control PLCs using
Rockwell Automation ControlLogix family products and distribute control logic of the
related process to the associated process controller:

Antiscalant Chemical System.

Sulfuric Acid Chemical System.
Concentrate Disposal System.

Corrosion Inhibitor System.

Sodium Hypochlorite System.

Fluoride System.

Sodium Hydroxide System.

Transfer Pumping System.

High Service Distribution Pumping System.
Generator Building.

Membrane Building Miscellaneous Systems.

OO0OO0O0O0OO0O0DO0OO0OO0O

¢ Maintain Ethernet communications protocol between existing Process Controllers and
add Ethernet communications protocol to all new Process Controllers.

¢ Elimination of the Profibus DP communications to field devices and VFDs. Implements
traditional discrete and analog signals from field devices to process controllers.
Implement traditional analog and discrete control from VFDs to associated process
controllers and Ethernet communications for non-critical information related to VFD
status and performance.

¢ Replace all existing OITs with Rockwell Automation Panel View Plus units:

Antiscalant Chemical System.

Sulfuric Acid Chemical System.
Concentrate Disposal System.

Corrosion Inhibitor System.

Sodium Hypochlorite System.

Fluoride System.

Sodium Hydroxide System.

Transfer Pumping System.

High Service Distribution Pumping System.

OO0OO0OO0OO0O0OO0O0O

REISS ENGINEERING

Section UW2 accepted February 17, 2017.




0}
(0}
(0}

Generator Building.
Membrane Building Miscellaneous Systems.
Each Membrane Treatment Skid (total of 4).

o Replace all existing magnetic flow meters presently communicating over Profibus DP
with units communicating over traditional analog signals.

e Replace existing Rotork valve actuators with new Limitorque valve actuators with
traditional analog and discrete signals.

If the existing lime softening plant at the facility were to be brought back on line, the
recommendations listed above could be implemented at the same time, as the SCADA system
would require expansion into that facility for integration.

2.4.3 Recommendations

1-5 Years (* indicates minor cost or policy items not included in Table UW2-3):

REISS ENGINEERING

Conduct annual IT security awareness sessions for all plant personnel.*

Check firmware of existing firewall/network intrusion detection system such as
Cisco ASA 5512 Adaptive Security Appliance or Checkpoint.

Install and configure malware and antivirus protection on all SCADA nodes.*
Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, engage the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.
Lockdown SCADA nodes by restricting user access and permissions; disable
USB ports; and implement the use of passwords of 10 characters, or higher,
using a mixture of letter, numbers, symbols and case sensitivity.*

Perform hardware site survey every 5 years.

Replace existing Cisco series Ethernet switches and rack mounted Ethernet
switches identified as a security vulnerability with new Campus LAN Cisco
Ethernet switches with updated firmware and software.

Restrict unauthorized external devices from connecting to the SCADA network.
Apply latest security updates and patches on third party application software.*
Automate third party application patching with patch management software, such
as Shavlik or Dameware Patch Manager.

Implement firewalls on all data communication connections to outside sources
(not internal to the plant) that could be subject to unwanted intrusion.

Disable unnecessary software services.*

Remove or disable unnecessary user accounts.*

Enable security logging and review security logs for unauthorized access.*
Upgrade the existing SCADA system software to Citect SCADA latest version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Upgrade reporting software to XL Reporter by SyTech, or Dream Report by
PcVUE solutions. The cost will vary depending on the tag counts and the feature
requirements selected. Negotiate and maintain a support and upgrade contract to
keep the software current and secure.

Maintain service agreement with Cisco hardware. Implement hardware refresh
schedule.*
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Install On-call Alert Management Software.

Conduct routine network and SCADA self-assessments.*

Implement system backups and disaster recovery plans.

Identify and establish a second on-site SCADA server room and install fully
redundant SCADA servers, domain controllers, historian server, UPS systems,
workstations and Ethernet switches. Extend the existing redundant fiber optic
Ethernet data highway to the second SCADA server room.

Implement a comprehensive SCADA control system upgrade as described in
section 2.4.2.2 SCADA Controllers.

6-10 years:

Conduct annual IT security awareness sessions for all plant personnel.

Upgrade network intrusion detection system.

Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.
Perform hardware site survey every 5 years.

Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Conduct routine network and SCADA self-assessments.

Review implementation of system backups and disaster recovery plans.

Perform firmware and software updates continuously each year.

Upgrade selected reporting software to latest version. Maintain a service and
support contract for periodic updates and support.

Upgrade rack mounted Ethernet Switches.

Maintain service agreement with Cisco hardware.

Replace and upgrade hardware every 5 years according to refresh schedule.
Replace and upgrade existing SCADA workstations.

11-15 years:

REISS ENGINEERING

Conduct annual IT security awareness sessions for all plant personnel.

Upgrade network intrusion detection system.

Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Upgrade existing PLCs, Remote I/O Panels and OITs to latest products by
Rockwell Automation.

Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Perform firmware and software updates continuously each year.

Perform hardware site survey every 5 years.

Conduct routine network and SCADA self-assessments.

Review implementation of system backups and disaster recovery plans.

Replace and upgrade hardware every 5 years according to refresh schedule.
Upgrade existing Hirschman Ethernet switches to latest model.
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Upgrade rack mounted Ethernet Switches.
Upgrade selected reporting software to latest version. Maintain a service and
support contract
Maintain service agreement with Cisco hardware.
Replace and upgrade existing SCADA workstations.
Upgrade existing SCADA servers including:
o0 SCADA Server No.1.
SCADA Server No.2.
Virtual Domain Controllers (2)
Historian Server.
Terminal Server.

©Oo0oO0oOo

16-20 years:

Conduct annual IT security awareness sessions for all plant personnel.

Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Upgrade network intrusion detection system.

Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Conduct routine network and SCADA self-assessments.

Upgrade Process Control PLCs and Remote I/O’s to latest products by Rockwell
Automation.

Upgrade rack mounted Ethernet Switches.

Review implementation of system backups and disaster recovery plans.

Perform firmware and software updates continuously each year.

Replace the balance of the SCADA system PLCs, Remote I/O Panels and OITs.
Upgrade selected reporting software to latest version. Maintain a service and
support contract for periodic updates and support.

Replace and upgrade hardware every 5 years according to refresh schedule.
Replace and upgrade existing SCADA workstations.

Maintain service agreement with Cisco hardware.

24.4 Cost Summary

Table UW2-3

below lists the estimated costs (in 2016 dollars) for the recommended SCADA

system improvements at the Peele-Dixie WTP. The costs presented anticipate all recommended
work being performed by an independent contractor (not City personnel).
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Table UW2-3. Peele-Dixie WTP SCADA System.

. . L. 1-5 year 6-10 year 11-20 year

Project Description Cost Cost Cost
Implement Comprehensive SCADA control
system upgrade as described in 2.4.2.2 22,000,000 >0 >0
Identify and establish a second on-site SCADA
server room and install fully redundant SCADA
servers, domain controllers, historian server,
UPS systems, workstations and Ethernet | $400,000 SO SO
switches. Extend the existing redundant fiber
optic Ethernet data highway to the second
SCADA server room.
Install a firewall/network intrusion detection
system such as Cisco ASA 5512 Adaptive
Security Appliance or Checkpoint. >0 »20,000 »40,000
Replace/Upgrade every 5 years.
Implement regular software and firmware $25,000 $25,000 $50,000
patches.
Perform hardware site survey every 5 years. $10,000 $10,000 $20,000
Replace existing Cisco catalyst 3560 series
Ethernet SW|tches, with new Campus LAN Cisco $25,000 $25,000 $50,000
Ethernet switches. Upgrade to latest
technology every 5 years.
Automate third party application patching with
patch management software, such as Shavlik or $15,000 $15,000 $30,000
Dameware Patch Manager.
Upgrad‘e CItf—Z‘Ct SCADA to latest version and $20,000 $20,000 $40,000
maintain maintenance contract
Upgrade reporting software. $20,000 $20,000 $40,000
Maintain service agreement with Cisco
hardware. Implement hardware refresh $10,000 $10,000 $20,000
schedule.
Install On-call Alert Management Software $20,000 $10,000 $20,000
Implement systen.1 backups and disaster $15,000 $15,000 $30,000
recovery plans. Review every 5 years.
Upgrade Existing SCADA servers SO $30,000 $60,000
Upgrade Field Mounted Hirschman Ethernet $0 $25,000 $50,000
Switches to latest models
Replace and upgrade existing SCADA $0 $15,000 $30,000

workstations
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. . L. 1-5 year 6-10 year 11-20 year
Project Description Cost Cost Cost
Upgrade existing PLCs, Remote I/O Panels and
OITs to latest products by Rockwell SO SO $2,000,000
Automation.
Totals $2,560,000 $240,000 $2,480,000

2.5 Dixie Wellfield

The existing Dixie Wellfield was completed in 2008 and it supplies water to the Peele-Dixie
Membrane Water Treatment Plant. There are a total of eight wells: PW-27, PW-28, PW-29, PW-
30, PW-31, PW-32, PW-33, and PW-34. The wells communicate to Peele-Dixie WTP via a self-
healing fiber optic network ring to a master PLC located at the Dixie Wellfield Generator
Building. The Master PLC is connected to a dedicated fiber optic I-Net system owned by
Comcast to the Peele-Dixie WTP. The self-healing fiber optic network is a single mode fiber
loop around the wellfield. Each well consists of a local pump starter control panel that contains
the well pump motor starter and a local RTU (Remote Telemetry Unit) panel that contains the
local PLC, fiber optic network repeater/switch, power supplies, relays and low voltage surge
suppressors. The pump starter control panel and RTU panel are mounted on an outdoor rack.

251 Existing Conditions

Each well RTU panel contains a Schneider Electric Company Modicon TSX Momentum PLC
that is connected to a Hirschman Industrial Ethernet switch via a CAT-6 Ethernet cable.
Hirschman Industrial Ethernet switches are self-healing ring managers, and repeaters, for the
self-healing fiber optic network. There is no radio communication at the Dixie Wellfield. The
master PLC panel located at the Dixie generator building also consists of a Modicon TSX
Momentum PLC with self-healing Hirschman Industrial Ethernet switch. The Comcast I-Net fiber
optic cable is connected to a Cisco Catalyst 3560 Ethernet switch in a communication rack, in
the Generator Building, that is also connected to the wellfield master PLC. There is an existing
Phoenix Contact rack mounted UPS system in each well RTU panel that powers the entire RTU
panel including the PLC and Ethernet switch.

City staff indicate there are two wells drilled along SW 43rd way to supply future reverse
osmosis treatment at Peele-Dixie but are not yet developed with control equipment. City staff
indicate there are possibly two to four additional wells yet to be drilled for future water supply for
reverse osmosis treatment. City staff indicate there is piping and conduit in the ground between
the wells along SW 43 Way and SR 7 for future use when the wells are developed. The
SCADA system for these wells would then be added in the future and they are presently
excluded in the CUS Master Plan.

City staff has indicated that the self-healing fiber optic communications network has not always
performed adequately as communications with some of the wells are lost when power is turned
off at an individual well. The Hirschman panel mounted Ethernet switches act as a pass through
node on the network and require power to perform. When the well control panel main
disconnect is opened, the RTU loses power and the local UPS operate until the battery reserves
are exhausted. To rectify this issue, each well control panel requires modifications to separate
power to the RTU from the power to the well pump such that turning off power to work on the
well pump would not interrupt communications on the fiber optic network. Separating power
supplies is not the recommendation added to the subsequent list and table. Alternatively, the
fiber optic system could be re-design as a star configuration, with repeaters as needed, from the
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Generator Building to each well such that loss of one well does not affect communications
to/from others.

252 Reliability Concerns

City staff indicate there has not been any issue with individual well TSX Momentum PLCs.
However, the City desires to standardize control systems around Rockwell Automation (Allen-
Bradley) equipment at all of its treatment plants and related facilities. Plant staff is very satisfied
with the existing Hirschman Industrial Ethernet switches at Dixie Wellfield and desire to
standardize on Hirschman products going forward. City staff indicate the master PLC has been
reliable, however, desire to convert this unit to a Rockwell Automation (Allen-Bradley)
ControlLogix unit when the individual wells are converted. With the exception of the loss of
communications when an individual well control panel is without power for service, reliability has
not been a concern for Dixie Wells SCADA system.

City staff indicates the wellfield RTU system does not include the fuel level status of the existing
generator fuel system. Currently the existing fuel level monitoring system (Veder-Root system)
is reporting back to the Distribution and Collection SCADA system. The CUS Mater Plan Team
recommends expanding the wellfield Master RTU to include the diesel fuel tank level status.

2.5.3 Recommendations

The following summarizes the Dixie wellfield SCADA system recommendations in order to
increase reliability, in 5 year intervals, for the next 20 years of plant services:

1-5 years:

¢ Integrate generator fuel storage level into Master RTU unit.

o Replace all uninterruptable power supplies in the well RTU panel and Master
RTU unit.

e Upgrade existing rack mounted Ethernet Switches identified as a security
vulnerability to latest Cisco models with updated firmware and software.

¢ Install pressure transmitters on the Dixie Wellfield raw water transmission system
as discussed in Section WA13.

6-10 years:

o Perform replacement and upgrade of existing Dixie Wellfield Master and Well
RTU panels including:

0 New PLC of an appropriate Rockwell Automation platform unit.

0 New Hirschman Industrial Ethernet switch, similar model or up-to-date
model at the time of replacement.

o Power supplies, surge suppressors, control relays, and all other
appurtenances.

o Enclosures.

o Replace all uninterruptable power supplies in the well RTU panel and Master
RTU unit

e Upgrade existing rack mounted Ethernet Switches identified as a security
vulnerability to latest Cisco models with updated firmware and software.

e Implement a star configuration for fiber optic cables from the generator building
to each well. Use existing raceways and install minimum 12 strand multi-
conductor single mode fiber optic cables and terminate to each Hirschman fiber
optic media convertor. Upgrade existing Ethernet switch in generator building to
accommodate individual fibers from each well.
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11-15 years:
o Replace remaining wellfield PLC system for the Dixie wellfield with new Rockwell

Automation PLC system, not all wells are replaced in 5-10 years period.

e Upgrade existing rack mounted Ethernet Switches identified as a security
vulnerability to latest Cisco models with updated firmware and software.

e Replace all uninterruptable power supplies in the well RTU panel and Master
RTU unit.

16-20 years:
o Replace all uninterruptable power supplies in the well RTU panel and Master

RTU unit.
e Upgrade existing rack mounted Ethernet Switches identified as a security
vulnerability to latest Cisco models with updated firmware and software.

254 Cost Summary

Table UW2-4 below lists the estimated costs (in 2016 dollars) for the recommended SCADA
System improvements at the Dixie Wellfield. The cost presented anticipates all recommended
work being performed by an independent contractor (not City personnel).

Table UW2-4. Peele-Dixie Wellfield SCADA System.

1- -1 11-2
Project Description DI D e

Cost Cost Cost
Integrate generator fuel storage level into
Master RTU unit. »10,000 20 20
Perform replacement and upgrade of existing
Dixie Wellfield Master and Well RTU panels. 20 PEILOTL SO0
Upgrade existing rack mounted Ethernet
Switches to latest Cisco Models. Replace every $5,000 $5,000 $10,000
5 years.
Replace all uninterruptable power supplies in $5,000 $5000 $10,000

the well PLC and Master PLC panel.

Implement a star configuration for fiber optic
cables from the generator building to each
well. Use existing raceways and install
minimum 12 strand multi-conductor single
mode fiber optic cables and terminate to each SO $150,000 SO
Hirschman fiber optic media convertor.
Upgrade existing Ethernet switch in generator
building to accommodate individual fibers from
each well.

Totals $20,000 $460,000 $320,000
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2.6 George T. Lohmeyer WWTP
26.1 Existing Conditions

The George T. Lohmeyer Wastewater Treatment Plant (GTL) was originally constructed in the
late 1970’s and there have been many expansion projects, and some in-house projects, to
improve the GTL WWTP SCADA system over the years. In a 1998 Sludge Dewatering Facilities
Renovation project, Allen-Bradley SLC-500/03 PLCs were installed with each Belt Filter Press
Local Control Panel that connect to an Allen-Bradley PLC (PLC-5/20E) process area controller
PLC located at the existing PLC-2A control panel over RS-485 serial communication. Existing
PLC-2A communicates with Plant SCADA system via Ethernet communications. In a 2001
Effluent Pump Station Expansion project, a redundant Allen-Bradley PLC (PLC-5/40E) system
was installed in Administration Building with an associated remote 1/0 (RIO) system installed in
the Effluent Pump Station. The redundant PLC system communicates with Plant SCADA via
Ethernet communication. During 2003 and 2004, the existing outdated Johnson Control (J&C)
PLC systems were replaced with ABB PLC 800M units at the existing Pretreatment Building,
Generator/Switchgear Building, Sludge Pump Station No.3, Sludge Holding Tanks Building,
Dewatering Building, and off-site Deep Injection Well Electrical Building.

The existing process level portion of the SCADA system consists of ABB 800M series, Allen-
Bradley PLC-5/40E series, Allen-Bradley PLC-5/20E series, Allen-Bradley SLC-500/03 series,
and Allen-Bradley MicroLogix 1100 that are connected via an Ethernet network. There are a
total of 8 ABB PLCs and 11 Allen-Bradley PLCs systems at the GTL.

The HMI portion of the SCADA system consists of networked desktop computers and servers
that communicate via Ethernet communications protocol. The existing SCADA HMI software is
Citect SCADA version 7.40 with Citect Historian version 4.50. Within the last year, plant staff
upgraded the Domain Controller Servers, SCADA Servers, Historian Server, and Server UPS
system to new units installed with Microsoft Window Server 2012. There are thirteen (13)
existing work stations/computers that run Citect SCADA HMI software as view nodes and the
three (3) SCADA servers that run Citect SCADA 1/O server node software that also have
configuration/engineering functions. Plant staff is very satisfied with the current Citect SCADA
software and desires to maintain, and standardize, on the Citect SCADA software platform.

SCADA communications among process areas take place over two fiber optic network rings
(redundant rings) routed between the Pretreatment Building, Sludge Pump Station No.3,
Effluent Pump Station and the Deep Injection Wellfield. The SCADA communication also takes
place over three (3) single (6-strand) star-topology fiber spurs from the redundant fiber rings to
the Generator/Switchgear Building, Sludge Holding Tanks Building, and Dewatering Building.
On the eastern end of the plant, the fiber optic ring is multi-mode fiber optic cables. On the
western end of the plant, the fiber optic ring is single-mode fiber optic cables.

The SCADA network servers are housed in one SCADA server room on the top floor of the
Effluent Pump Station Building.

The SCADA server room generally contains:

In Rack No.1 - Upgraded Domain Controller No.1

In Rack No.1 - Upgraded Primary SCADA Server

In Rack No.1 — UPS system with batteries

In Rack No.2 — Cisco 4006 Network Switch with fiber optic and RJ45 ports
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In Rack No.2 — Video Network Switch

In Rack No.2 — Historian Server

In Rack No.2 — DVR system for camera system

In Rack No.2 — Upgraded Domain Controller No.2

In Rack No.2 — UPS system with batteries

In Rack No.3 — Cisco 4006 Network Switch with fiber optic and RJ45 ports patch panels
In Rack No.3 — Cisco 2950 Series Ethernet Switch

In Rack No.3 — Backup Domain Controller

In Rack No.3 — Secondary SCADA Server

In Rack No.3 — UPS system with batteries

In Rack No.4 — PA system, gate controller, and telephone system

There is one spare unpowered standby — SCADA Server (No.3) in the rack No.5

Process Controllers (PLC-1A and PLC-1B), in the Pretreatment Building, communicate over
Profibus DP to remote I/O racks, internal to the process controller panel, that monitor and
control:

Pretreatment related processes

Liquid Oxygen (Lox) Plant

Packaged Screening System that contains a MicroLogix PLC
Sludge Pump Station No.1

Clarifiers No.1 and No.2

Biological Reactors

Sanitary Pump Station No.1

Scum Pump Station No.1

Process Controller (PLC-2) located at Sludge Dewatering Building communicates over Profibus
DP to remote 1/O racks, internal to the process controller panel, that monitor and control:

o Belt Filter Press Sludge Feed pumps
e Truck Scale
e Polymer and Sludge Pumps

Process Controller (PLC-2A) located at Sludge Dewatering Building is used as a gateway for
the Allen-Bradley PLC (SLC-500/03) installed inside each packaged Belt Filter Press Local
Control panel (total of 7) and 1/O’s related to the conveyors.

Process Controller (PLC-4) located at Sludge Pump Station No.3 communicates over Profibus
DP to remote I/O racks, internal to the process controller panel, that monitor and control:

Clarifier No.10 Control Valve Actuators
Clarifier No.11 Control Valve Actuators
Sludge Pump Station No.2

Sludge Pump Station No.3

Chlorine Storage

Chlorine Evaporators

Emergency Chlorine Scrubber

Process Controller (PLC-5) located at Generator/Switchgear Building communicates over
Profibus DP to remote I/O racks, internal to the process controller panel, that monitor and
control:
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e Generator System
e Switchgear

Process Controller (PLC-6) located at Administration Building communicates over Allen-Bradley
RIO protocol to remote I/O racks, internal to the process controller panel, that monitor and

control:
o Effluent Pumps
e Plant Non-Potable Water pumps
e Secondary Effluent
e Fine Screens
e Sump Pumps

Process Controller (PLC-7) located at Sludge Holding Tanks Building communicates over
Profibus DP to remote I/O racks, internal to the process controller panel, that monitor and
control:

Clarifier No.8 Control Valve Actuators

Clarifier No.9 Control Valve Actuators

Sludge Holding Tank Valves and Blowers
Scrubber System

Sludge Transfer Pumps to Dewatering Building

The remote process controller (PLC-8) located at Deep Injection Well Electrical Building (DIW)
monitors and controls the DIW system including well valve actuators, instruments, storm water
pump station, and sanitary lift station. A single fiber optic cable (12 strands) connects the DIW
PLC with the plant SCADA system.

Existing servers in the SCADA Server room are a mixture of Dell PowerEdge R710, R720,
R620, and T410 models. Existing Ethernet switches are Cisco 4006 Chassis and Cisco 2950
series. Rack mounted UPS in each server rack are APC Symmetra units. Plant staff has
indicated a desire to standardize network servers on products from Dell and around Cisco
products for Ethernet Switches and external looking network firewalls.

2.6.1.1 SCADA Network

The existing Cisco network switches 4006, 3500, and 2950 are very old. Plant staff has
indicated that network security is of primary concern and seeks to secure the SCADA network
from external attacks and intrusions. One area of concern for network security is software patch
management, including obtaining and implementing regular updates to firmware and software.
This is viewed as critical as continuous updates strengthen against vulnerabilities to attacks
from external sources or internal sabotage. Plant staff indicates that Cisco rack mounted
Ethernet switches have been reliable and desires to standardize on their project family. The
Cisco switches are in need of replacement.

Plant staff indicates that the SCADA Servers, Historian Servers, Domain Controller Servers, etc.
were recently replaced with new server computers. New server computers are installed with
Microsoft Windows Server 2012 with latest patches. The new server computers carry 5-year
warranty. The plant replaces the servers every 5 years and the cost is covered in the O&M
budget.
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For generating reports, plant staff uses the SQL database imbedded in the Citect Historian
software on the Historian Server and manually configures reports using an SQL interface
program. Plant staff has indicated a desire to improve reporting capabilities through
implementation of third party software.

There is an existing on-call alert management software (WIN911 software) at the GTL for
notifying on site personnel of critical alarms thru PA (public Address) system and for remotely
notifying off site personnel.

The CUS Master Plan Team observes the plant SCADA system critical network components are
physically located in one room on the upper level of Effluent Pump Station Building. Currently,
all server computers including the primary SCADA server, secondary SCADA server, and stand-
by SCADA server are located in the same room. If a disaster were to strike that room, or the
Effluent Pump Station, the entire plant SCADA system be down, potentially for an extended
period of time. Plant staff indicates offsite storage of critical programs and data is achieved by
plant staff downloading critical program to a portable storage device and bringing it home, so
that it is off site, in case of a significant event at the plant.

2.6.1.2 SCADA Controllers

The existing ABB PLCs have 2 Ethernet ports for redundancy. The ports are connected to the
redundant fiber optic rings to provide two paths of communication to plant SCADA. Existing ABB
PLCs communicate to associated RIO panels over Profibus DP communication protocol using a
master and slave Profibus DP module.

The existing Allen-Bradley PLC-5 family communicates over Ethernet and the SLC-500 family
communicates over Data Highway DH485 which is problematic when the communication link
goes down. RS-485 serial communication protocol is still widely in use, however, Ethernet
communication protocol is becoming industry standard. The GTL does not have Profibus DP
communication to local flow meters, valve actuators, etc. that has been problematic at Fiveash
WTP and Peele-Dixie WTP.

Plant staff has indicated difficulty obtaining service and support for the ABB PLC components in
the past. Plant staff indicates a desire to standardize and to migrate to a common Rockwell
Automation (Allen-Bradley) PLC platform, due to familiarity, availability of service and support;
and user friendliness.

2.6.2 Reliability Concerns

The existing PLC SLC-500 family communicates through Modbus RS-485 and plant staff has
difficulty in troubleshooting when the communication link breaks down. The existing Allen-
Bradley SLC-500 PLC family is still available from Rockwell Automation (Allen-Bradley) but its
software is outdated and support is not available. The existing Allen-Bradley PLC-5/40E and
PLC-5/20E PLCs are obsolete as parts and support are no longer available from Rockwell
Automation (Allen-Bradley) however, parts are still available from third party suppliers not
affiliated with Allen-Bradley. With the mixture of PLC manufacturers, and platforms, as well as
communications protocols, troubleshooting and maintaining the current SCADA system is
cumbersome and time consuming and results in reduced reliability of plant operations due to the
amount of time necessary to troubleshoot, diagnose, and repair the cause of communication
loss.

The CUS Master Plan Team observes the entire plant is not connected on the redundant fiber
optic communications ring and interruptions in communications to the process areas connected
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in the star portion of the fiber optic communication system result in interruption of plant
operations for the area lost. This has not historically been an issue for the GTL; fiber optic ring
or star network loss has not occurred in 20 years.

2.6.2.1 SCADA Network

Network security is of high importance in maintaining system reliability through application of
hardware and software prevention and detection measures. The CUS Master Plan Team
recommends the following to fortify network security:

1.
2.

10.

11.

12.
13.
14,

Conduct annual IT security awareness sessions for all personnel.

Install a network intrusion detection system such as Cisco ASA 5505 Adaptive
Security Appliance or Checkpoint.

Install and configure malware and antivirus protection on all SCADA nodes. Plant
staff indicate Symantec Endpoint is deployed at G.T. Lohmeyer and it is updated
frequently.

Conduct quarterly vulnerability scans and implement regular software and firmware
patches. If staff is unable to perform this on a regular basis, engage the services of
an outside company to review available software and firmware patches on SCADA
network hardware and implement updates as appropriate.

Lockdown SCADA nodes by restricting user access and permissions; disable USB
ports; and implement the use of passwords of 10 characters, or higher, using a
mixture of letter, numbers, symbols and case sensitivity.

Perform hardware site survey every 5 years.

Replace current Cisco Catalyst 4006, 3500, and 2950 series switches, with new
Campus LAN Cisco Ethernet switches.

Restrict unauthorized external devices from connecting to the SCADA network.
Apply latest security updates and patches on third party application software.

Automate third party application patching with patch management software, such as
Shavlik or Dameware Patch Manager.

Implement firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Disable unnecessary software services.
Remove or disable unnecessary user accounts.

Enable security logging and review security logs for unauthorized access.

The CUS Master Plan Team observes the Citect SCADA HMI software is of a dated version and
recommends migrating to newer editions of the software to maintain system integrity, reliability
and reduce vulnerabilities. The CUS Master Plan Team recommends upgrading the existing
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SCADA system software to Citect SCADA latest version and maintaining an on-going
maintenance contract with the Citect SCADA supplier for periodic updates and support.

The CUS Master Plan Team observes implementing a reporting software, such as XL Reporter
by SyTech, or Dream Report by PcVUE solutions (or similar reporting software) will enhance
system reporting capabilities. The CUS Master Plan Team recommends the City obtain trial
versions of each product to test features and determine the most suitable solution. Upon
selection, The CUS Master Plan Team recommends negotiating a maintenance and support
agreement with the manufacturer and updating the software every five years to remain current.

The City maintains a maintenance and support agreement be with Win911 and the software
updated every 18 to 24 months as new versions are available.

The CUS Master Plan Team recommend the standardization on Cisco rack mounted Ethernet
switches for plant SCADA, because of staff familiarity, performance, manufacturer support and
ease of application. The CUS Master Plan Team further recommends maintaining a service
agreement with Cisco to receive and implement software and firmware updates to strengthen
system reliability and security. The CUS Master Plan Team recommends implementing a
hardware refresh schedule to replace these switches every five (5) years to capture to product
updates and improvements in industry standards, and to assist with maintaining network
security.

The CUS Master Plan Team recommends creating a secondary server room on the west side of
the GTL, e.g., in the LOX building or Generator Building to house the secondary server and
back-up network system to reduce risk of a catastrophic event in the Effluent Pump Station from
rendering the control system inoperative for an extended period of time. The CUS Master Plan
Team recommends that redundant SCADA servers, domain controllers, historian servers, UPS
systems, network Ethernet switches, video and access control system components be
implemented, and activated, in the secondary SCADA control room. The CUS Master Plan
Team also recommends extending the redundant fiber optic ring to the new secondary SCADA
control room for full redundancy and increased reliability, in the plant.

2.6.2.2 SCADA Controllers

The CUS Master Plan Team recommends replacing the existing ABB process controller PLCs
and Remote I/O panels with comparable products from the Rockwell Automation (Allen-Bradley)
ControlLogix, or CompactLogix as appropriate families including appropriate software and
interface control logic programming to establish a common PLC platform in the plant. The CUS
Master Plan Team recommends eliminating the use of Profibus DP communications protocol
between Remote I/O panels and their associated PLC during the ABB PLC and associated
Remote I/O replacement.

The CUS Master Plan Team recommends replacing the existing Allen-Bradley SLC-500 PLCs,
PLC-5 PLCs, and associated Remote I/O panels, with comparable products from Rockwell
Automation (Allen-Bradley) CompactLogix family including all control software and control logic
programming. The CUS Master Plan Team recommends using Ethernet communication
protocol for all peer-to-peer communications between process controllers PLCs, as well as,
between process controller PLCs and associated Remote 1/0O panels. The CUS Master Plan
Team also recommends implementing Rockwell Automation ControlLogix Studio 5000 for PLC
software programming.
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The CUS Master Plan Team recommends integrating the Generator/Switchgear Building,
Sludge Holding Tanks Building, and Dewatering Building process areas into the plant SCADA
network redundant fiber optic ring by implementing/adding new fiber optic cables and conduits
to the existing star-topology fiber spurs and intercepting the redundant ring for integration. After
this implementation, the plant fiber optic system will be truly redundant rings, in both a physical
implementation perspective, and a connectivity topology perspective. The CUS Master Plan
Team also recommends performing a fiber optic power budget and loss budget study to confirm
the existing multi-mode fiber optic cables are adequate for the plant before adding new fiber
optic cables.

The CUS Master Plan Team recommends that the SCADA system related to any local control
panels, such as belt filter press local control panel, influent screen local control panel, bar
screen local control panel, etc. retain the existing local manual control functions during the PLC
replacement.

The CUS Master Plan Team recommends that the SCADA system control hardware (PLCs,
Remote I/O panels) be upgraded to the latest platform every 15 years.

Critical programming to the SCADA system is presently stored off site through a manual means
of carrying portable storage devices off site. It is recommended that the City implement the
recommendations of section 2.8 of UW-1 to have interconnectivity with other treatment facilities
such that offsite storage can be accomplished automatically.

2.6.3 Recommendations

The following summarizes the GTL SCADA system recommendations in order to increase
service reliability, in 5 year intervals, over the next 20 years:

1-5 years (* indicates minor cost or policy items not included in Table UW2-5):

o Replace the eight existing ABB PLC and associated /0O system with Rockwell
Automation (Allen-Bradley) PLC and /O system, either ControlLogix or
CompactLogix.

e Create secondary server room and implement redundant domain controllers,
SCADA servers, network switches, UPS, etc.

e Extend existing redundant fiber optic communications network to
Generator/Switchgear Building, Sludge Holding Tanks Building, and Dewatering
Building, including fiber optic power budget and loss budget study.

e Conduct annual IT security awareness sessions for all plant personnel.*

Check firmware of existing firewall/network intrusion detection system such as
Cisco ASA 5512 Adaptive Security Appliance or Checkpoint.*

¢ Install and configure malware and antivirus protection on all SCADA nodes.*

e Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.

e Lockdown SCADA nodes by restricting user access and permissions; disable
USB ports; and implement the use of passwords of 10 characters, or higher,
using a mixture of letter, numbers, symbols and case sensitivity.*

e Perform hardware site survey every 5 years.

e Replace existing Cisco catalyst 4006 series Ethernet switches, with new Campus
LAN, 2950 series and 3500 series Ethernet switches by Cisco.
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Restrict unauthorized external devices from connecting to the SCADA network.*
Apply latest security updates and patches on third party application software.*
Automate third party application patching with patch management software, such
as Shavlik or Dameware Patch Manager.

Implement firewalls on all data communication connections to outside sources
(not internal to the plant) that could be subject to unwanted intrusion.*

Disable unnecessary software services.*

Remove or disable unnecessary user accounts.*

Enable security logging and review security logs for unauthorized access.*
Upgrade the existing SCADA system software to Citect SCADA latest version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Upgrade reporting software to XL Reporter by SyTech, or Dream Report by
PcVUE solutions. The cost will vary depending on the tag counts and the feature
requirements selected. Negotiate and maintain a support and upgrade contract to
keep the software current and secure.

Upgrade existing rack mounted Ethernet Switches identified as a security
vulnerability to latest Cisco models with updated firmware and software.

Maintain service agreement with Cisco hardware. Implement hardware refresh
schedule.

Conduct routine network and SCADA self-assessments.*

Replace and upgrade hardware every 5 years according to refresh schedule.*
Replace and upgrade existing SCADA workstations.

Implement system backups and disaster recovery plans.

Update On-call Alert Management Software.

6-10 vears (* indicates minor cost or policy items not included in Table UW2-5):

REISS ENGINEERING

Replace remaining 11 Allen-Bradley PLCs (PLC-5 family and SLC-500 family)
and associated /0 system with Rockwell Automation (Allen-Bradley)
ControlLogix or CompactLogix PLC and I/O system so that the entire GTL is on a
single PLC platform.

Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.

Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.
Upgrade network intrusion detection system.

Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

Upgrade rack mounted Ethernet Switches.

Perform hardware site survey every 5 years.

Automate third party application patching with patch management software, such
as Shavlik or Dameware Patch Manager.

Conduct routine network and SCADA self-assessments.*

Review implementation of system backups and disaster recovery plans.

Perform firmware and software updates continuously each year.*
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Upgrade selected reporting software to latest version. Maintain a service and
support contract for periodic updates and support.

Upgrade existing SCADA servers.

Maintain service agreement with Cisco hardware.

Replace and upgrade hardware every 5 years according to refresh schedule.
Replace and upgrade existing SCADA workstations.

Update On-call Alert Management Software.

11-15 years (*indicates minor cost/policy items not included in Table UW2-5):
o Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support.
Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.
Upgrade rack mounted Ethernet Switches.
Perform firmware and software updates continuously each year.*
Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.
Perform hardware site survey every 5 years.
Conduct routine network and SCADA self-assessments.*
Review implementation of system backups and disaster recovery plans.
Replace and upgrade hardware refresh every 5 years according to hardware
refresh schedule.
Upgrade existing unmanaged (field mounted) Ethernet media converters and
switches to latest model.
Automate third party application patching with patch management software, such
as Shavlik or Dameware Patch Manager.
Upgrade selected reporting software to latest version. Maintain a service and
support contract.
Maintain service agreement with Cisco hardware.
Replace and upgrade existing SCADA workstations.
Update On-call Alert Management Software.
Upgrade existing SCADA servers including:

o0 SCADA Servers (Primary and secondary)

0 Historian Server

o Domain Controller Servers (Primary and secondary)

16-20 yvears (* indicates minor cost/policy items not included in Table UW2-5):

o Upgrade the existing SCADA system software to latest Citect SCADA version
and maintain an on-going maintenance contract with the Citect SCADA supplier
for periodic updates and support Conduct routine network and SCADA self-
assessments.

¢ Upgrade Process Control PLCs and Remote 1/O’s to latest products by Rockwell
Automation.*

e Upgrade network intrusion detection system.
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e Upgrade firewalls on all data communication connections to outside sources (not
internal to the plant) that could be subject to unwanted intrusion.

e Upgrade rack mounted Ethernet Switches.

e Review implementation of system backups and disaster recovery plans.

e Upgrade existing unmanaged (field mounted) Ethernet media converters and
switches to latest model.

e Perform firmware and software updates continuously each year.*

e Conduct quarterly vulnerability scans and implement regular software and
firmware patches. If staff is unable to perform this on a regular basis, secure the
services of an outside company to review available software and firmware
patches on SCADA network hardware and implement updates as appropriate.

e Replace the balance of the SCADA system PLCs, Remote I/O Panels and OITs.

e Upgrade selected reporting software to latest version. Maintain a service and
support contract for periodic updates and support.*

e Automate third party application patching with patch management software, such

as Shavlik or Dameware Patch Manager.

Replace and upgrade hardware every 5 years according to refresh schedule.

Replace and upgrade existing SCADA workstations.

Maintain service agreement with Cisco hardware.*

Update On-call Alert Management Software.

Note: The PLC replacement at the GTL is not as critical as the Fiveash WTP and
implementation can be moved to a later 5 year interval.

2.6.4 Cost Summary

Table UW2-5 below lists the estimated costs (in 2016 dollars) for the recommended SCADA
system improvements at the GTL. The costs presented anticipate all recommended work being
performed by an independent contractor (not City personnel).

Table UW2-5. GTL SCADA System.

1-5 Year 6-10 Year 11-20 Year

Project Description
oject Descriptio Cost Cost Cost

Replace existing ABB PLC and RIO system with
Rockwell Automation (Allen-Bradley) | $2,000,000 SO SO
ControlLogix or CompactLogix Platform.

Extend redundant fiber optic ring to
Generator/Switchgear Building, Sludge Holding
Tanks Building, and Dewatering Building, $100,000 SO SO
including fiber optic power and loss budget

study.

Create a secondary server room with relocating

of the redundant Servers and network | $200,000 SO SO
components.

Replace remaining outdated Allen-Bradley PLC
P . v SO $300,000 SO

and RIO systems with Rockwell Automation
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Proiect Describtion 1-5 Year 6-10 Year 11-20 Year
! B Cost Cost Cost
(Allen-Bradley) ControlLogix or CompactlLogix
Platform.
Install a firewall/network intrusion detection
system such as Cisco ASA 5512 Adaptive
. . ) S0 $20,000 $40,000
Security Appliance or Checkpoint.
Replace/Upgrade every 5 years.
Implement regular software and firmware
$25,000 $25,000 $50,000
patches.
Perform hardware site survey every 5 years. $10,000 $10,000 $20,000
Replace existing Cisco and other Ethernet
. $25,000 $25,000 $50,000
switches to latest technology every 5 years.
Automate third party application patching with
patch management software, such as Shavlik or $15,000 $15,000 $30,000
Dameware Patch Manager.
Upgrade Citect SCADA to latest version and
L . $20,000 $20,000 $40,000
maintain maintenance contract.
Upgrade reporting software. $20,000 $20,000 $40,000
Maintain service agreement with Cisco
hardware. Implement hardware refresh $10,000 $10,000 $20,000
schedule.
Update On-call Alert Management Software. $20,000 $10,000 $20,000
Implement system backups and disaster
P Y . P $15,000 $15,000 $30,000
recovery plans. Review every 5 years.
Upgrade Existing SCADA servers. SO $30,000 $60,000
Upgrade Field Mounted Ethernet Switches to
S0 $25,000 $50,000
latest models.
Replace and upgrade existin SCADA
prace P8 & $0 $15,000 $30,000
workstations.
Upgrade Process Control PLCs and Remote
I/O’s to latest products by Rockwell SO SO $1,000,000
Automation.
Totals $2,460,000 $540,000 $1,480,000
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2.7 Distribution and Collection System
2.7.1 Existing Conditions

The City’s Distribution and Collection (D&C) System, managed by the D&C Division consists of
186 wastewater lift stations, 3 master re-pump stations, 4 stormwater pump stations, 7 master
wastewater flow monitoring stations and numerous water distribution pressure monitoring sites.
A small number of the pump stations, or lift stations, are abandoned in place and some are in
the process of rehabilitation/construction. City staff indicates more lift stations will be added in
the near future. Wastewater is collected in the smaller lift stations and is pumped to the GTL
through a series of larger pump stations to master re-pump stations. Each lift station, or small
pump station, has a local control panel that houses the power distribution breakers, pump
starters, control relays and appurtenances, as well as a local PLC, RTU, Verizon cellular radio,
PanelView touchscreen, power supplies, din-rail mounted UPS, relays, and low voltage surge
SUppPressors.

For larger capacity lift stations, and pump stations, the power distribution system consists of a
distribution panelboard with stand-alone local starters (either Variable Frequency Drives (VFDs)
or Solid State Reduced Voltage Starters (SSRVS)); or a Motor Control Center (MCC) that
contains feeder breakers and motor starters (either VFDs or SSRVS). Larger capacity pump
station and lift stations have a stand-alone RTU panel mounted in the associated dry well, or
adjacent to the well control panel above grade. In some older variety of lift stations, the RTU
panels are integrated into the MCC structure.

Each wastewater lift station has an RPZ (reduced pressure zone, backflow prevention
assembly), and a pressure indicating transmitter for potable water connected to the lift station
RTU with monitored pressure transmitted back to D&C SCADA.

Master Re-pump Stations have a stand-alone RTU panel that contains a local PLC, Verizon
cellular radio, PanelView touchscreen, power supplies, din-rail mounted UPS and separately
mounted battery, relays, low voltage surge suppressors, etc.

Lift stations, pump stations and master re-pump stations communicate over Verizon cellular to a
dedicated AT&T T1 landline routed from an AT&T switching station to the D&C SCADA system
in the Utilities Administration Building. The connection between Verizon Cellular and AT&T
landline is coordinated between the communications vendors and the City has no control of the
data over those networks.

Presently, only 136 out of the 186 wastewater lift stations; all four (4) storm water pumping
stations and all seven (7) wastewater master meters are communicating over Verizon cellular
and the dedicated T1 lines to the D&C SCADA system. The City is actively working to connect
the remaining lift stations to the Verizon Cellular and the AT&T T1 network by 2018.

The City is currently purchasing 8 additional water pressure monitoring stations. The data from
these stations will be transmitted via the same Verizon wireless/AT&T T1 landline to the D&C
server as the existing lift stations and pump stations. The City desires to send the pressure
monitor station information to the Fiveash WTP for operator use in operating the high service
pumps. Currently, there is a fiber connection between the Administration Building and the
Fiveash WTP for enterprise system communication, but there is no direct SCADA connection
between the D&C SCADA server at the Administration Building and the SCADA servers at the
Fiveash WTP.
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The HMI portion of the D&C SCADA system consists of networked desktop computers and
servers connected via Ethernet. The current Citect SCADA version is 7.40 and the Citect
Historian version is 4.50. D&C SCADA network servers are housed in the Administration
Building Server room with City enterprise LAN network switches and servers. The D&C SCADA
server rack contains:

Cisco ASA-5512 Firewall No.1

Cisco ASA-5512 Firewall No.2

Cisco Router 2800 Series No.1

Cisco Router 2800 Series No.2

Citect SCADA Primary Server

Citect SCADA Secondary Server

Domain Controller Server

Spare Server with Citect SCADA installed
Citect Historian Server

Cisco Router for Fiveash with media converter
Cisco 3560G Switch for Video System
Lenel Access Control System

The D&C SCADA network has one fiber optic connection to the Central Maintenance Building
and there is a Cisco Ethernet switch at that location.

Existing D&C system servers are Dell PowerEdge model R720 with one Dell PowerEdge R620
server. The existing firewall is a Cisco ASA 5512 unit. The Ethernet switches are Cisco Catalyst
3550 series and Cisco 2800 series. The UPS system for D&C servers is APC unit.

Each lift station, or pump station, contains a Rockwell-Automation (Allen-Bradley) MicroLogix
1100 PLC that is connected to a Hirschman Ethernet Switch and then to a Verizon cellular radio
(AirLink LS300 by Sierra) via an Ethernet cable (CAT.5 or CAT.6 cable). There is a Rockwell
Automation (Allen-Bradley) touchscreen Panel View-Plus 600 connected to the Hirschman
Ethernet Switch. MicroLogix 1100 PLCs were introduced by Rockwell Automation in early 2005
and are actively supported. Rockwell Automation also introduced the MicroLogix 1400 PLCs in
early 2008, which also are actively supported. The primary difference between the MicroLogix
1400 and MicroLogix 1100 PLCs are higher I/O count, faster high-speed counter, pulse train
output, enhanced network capabilities, and backlight on the LCD panel. Both MicroLogix PLCs
require RSLogix 500 PLC software for programming/editing.

Each re-pump station contains a Rockwell-Automation (Allen-Bradley) CompactLogix L35E PLC
processor, ProSoft Modbus module, power supply, and 1/0 modules. The CompactLogix PLC is
connected to a Hirschman Ethernet Switch and then to a Verizon cellular radio (AirLink LS300)
via CAT.6 Ethernet cable. There is a Rockwell Automation (Allen-Bradley) touchscreen
PanelView Plus 1000 mounted on the front of the RTU/PLC control panel and connected to the
Hirschman Ethernet Switch. CompactLogix PLCs were introduced in early 2001 with many
product family revisions since that time with varying degrees of support available. The
CompactLogix PLC requires Rockwell Automation Design Studio 5000 (renamed from RSLogix
5000) PLC software for programming/editing.

The CUS Master Plan Team observes the existing PLC system and cellular communication
system are viable and can remain in service for many years to come.
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2.7.1.1 SCADA Network

City staff indicates that network security is of primary concern and seeks to secure the SCADA
network from external attacks and intrusions. One area of concern for network security is
software patch management, including obtaining and implementing regular updates to firmware
and software. This is viewed as critical as continuous updates strengthen against vulnerabilities
to attacks from external sources or internal sabotage. City staff also indicates concern over loss
of control of the data from remote sites to the D&C SCADA system over the Verizon and AT&T
communications media.

City staff indicates a desire to standardize network servers on products from Dell and Cisco
products for Ethernet Switches and external looking network firewalls. City staff also indicates a
desire to standardize rack mounted UPS systems on products from APC.

City staff indicates that the SCADA Servers and Historian Server were recently replaced with
new server computers. The new servers are installed with Microsoft Windows Server 2012 with
latest patches.

City staff indicates that a firewall has been implemented for the dedicated AT&T T-1
connections.

For generating reports, City staff uses the SQL database imbedded in the Citect Historian
software, on the historian server, and manually configures reports using an SQL interface
program. City staff indicates a desire to improve reporting capabilities through implementation of
third party software.

The SCADA system presently has no on-call alert management software for remotely notifying
off site personnel of critical alarms.

The CUS Master Plan Team observes that the D&C SCADA system critical network
components are all located in the Administration Building Server Room. There is risk that the
D&C SCADA system could be lost should a fire occur at that location.

City staff indicates that offsite storage of critical programs and data is achieved by plant staff
downloading critical programs to a portable storage device and bringing it home so that it is off
site in the event of a significant event at the Administration Building.

2.7.1.2 SCADA Controllers

Existing SCADA system controllers at the collection system pump stations, lift station, and re-
pump stations communicate with D&C SCADA server over Verizon wireless and dedicated
AT&T T1 lines. Associated level transmitters (air bubbler system) and local floats are hard-wired
to associated RTU/PLC system and the PLC program resides in the local RTU/PLC. If the
communication link is broken between individual lift stations, pump stations or master re-pump
stations and the D&C server, the lift stations, pump stations or master re-pump stations continue
to operate automatically in a stand-alone fashion. The motor controllers at each lift station,
pump station, or master re-pump station are connected to the local RTU/PLC via Ethernet, or
Modbus, communication protocol. City staff indicates that they are implementing hard-wire
analog and discrete signals from the VFDs to the local RTU/PLC system for critical control
signals to avoid loss of communication with the device if the connecting cable is severed or the
communications link is lost. City staff indicates a desire to keep the existing Ethernet or Modbus
communication link from the VFDs or SSRVS monitoring of non-critical signals and data only.
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The existing Rockwell-Automation (Allen-Bradley) CompactLogix PLCs and MicroLogix 1100
PLCs are in good working condition and City staff is generally satisfied with their performance.
However, The CUS Master Plan Team is recommending, in various portions of Section UW2,
that GTL, Fiveash WTP, and Peele-Dixie WTP migrate to the ControlLogix and CompactLogix
platform, with Design Studio 5000 PLC software, for standardization. The CUS Master Plan
Team recommends, over time, to migrate lift station PLCs to CompactLogix as panels are
replaced, or station upgrades occur for standardization. There will be an impact to the existing
lift station/pump station control panel due to the physical size of the CompactLogix unit. PLCs at
master re-pump stations are presently CompactLogix family products and the CUS Master Plan
Team does not recommend replacement, but does recommend firmware upgrades when
applicable.

2.7.2 Reliability Concerns

Currently, pump run times are either manually recorded on a daily basis, or recorded at the local
PLC. Pump run times recorded have experienced communications link issues. The CUS Master
Plan Team recommends runtime monitoring issues be resolved so D&C staff have access to
current lift station pump run times.

City staff indicates the D&C SCADA system can see GTL influent flows, but has no access to
the GTL for feed forward data to assist with GTL operational control. GTL staff indicates a
desire to balance pump station flows in an emergency, or peak flow events, by having the feed
forward information of the flows heading to the plant. City staff actively assists in controlling GTL
influent flow primarily by monitoring, and locally controlling, flows at the A-Re-pump and the B-
Re-pump stations during peak flow events. Having this information available at the GTL would
greatly improve plant operational performance during high influent flow conditions as the plant
can predict the amount of flow apparent in the collection system that will be delivered to the
plant influent. The CUS Master Plan Team further recommended developing an automated
control algorithm that helps manage wastewater collection system flows to support GTL
operations.

In 2003 the City performed a radio survey for 900 MHz and 2.4 GHz communications for
applicability to the collection system and it was determined, at that time, there were many
obstacles (trees and buildings) blocking signals requiring the implementation of many repeaters
for reliable system operation. Radio technology has significantly improved/changed since that
time with the introduction of a self-healing mesh radio technology that can be used to perform
both transmitter and a repeater functions. The mesh radio network provides multiple paths for
signal transmission and automatically re-routes the signal to the path of least delay. The
technology will also automatically detect loss of communication in a path and re-route signal
transmissions around the missing communication link. The CUS Master Plan Team
recommends the City consider further investigation of this technology through a feasibility and
radio propagation study to determine applicability of the technology to the existing transmission
and collection system communications network.

VFDs and SSRVS at the wastewater lift stations, pump stations, and re-pump station are
discussed in Section WA16 of the master plan.

2.7.2.1 SCADA Network

Network security is of high importance in maintaining system reliability through application of
hardware and software prevention and detection measures. The CUS Master Plan Team
recommends the following to fortify network security:
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1. Conduct annual IT security awareness sessions for all personnel.
2. Install and configure malware and antivirus protection on all SCADA nodes.

3. Conduct quarterly vulnerability scans and implement regular software and firmware
patches. If staff is unable to perform this on a regular basis, engage the services of
an outside company to review available software and firmware patches on SCADA
network hardware and implement updates as appropriate.

4. Lockdown SCADA nodes by restricting user access and permissions; disable USB
ports; and implement the use of passwords of 10 characters, or higher, using a
mixture of letter, numbers, symbols and case sensitivity.

5.  Perform hardware site survey every 5 years.

6. Replace current Cisco Catalyst 3500, 3560G, and 2800 series switches with new
Campus LAN Cisco Ethernet switches.

7. Restrict unauthorized external devices from connecting to the SCADA network.
8.  Apply latest security updates and patches on third party application software.

9. Automate third party application patching with patch management software, such as
Shavlik or Dameware Patch Manager.

10. Implement firewalls on all data communication connections to outside sources that
could be subject to unwanted intrusion.

11. Disable unnecessary software services.
12. Remove or disable unnecessary user accounts.
13. Enable security logging and review security logs for unauthorized access.

The CUS Master Plan Team observes the Citect SCADA HMI software is of a dated version and
recommends migrating to newer editions of the software to maintain system integrity, reliability
and reduce vulnerabilities. The CUS Master Plan Team recommends upgrading the existing
SCADA system software to Citect SCADA latest version and maintain an on-going maintenance
contract with the Citect SCADA supplier for periodic updates and support.

The CUS Master Plan Team observes the D&C SCADA system reporting capabilities would be
greatly enhanced by implementing a reporting software such as XL Reporter by SyTech, or
Dream Report by PcVUE solutions, or similar reporting software. Either software packages
would be useful to improve reporting capabilities. The CUS Master Plan Team recommends the
City obtain trial versions of each product to test features and determine which product is most
suitable for the application. Upon selection, the CUS Master Plan Team recommends
negotiating a maintenance and support agreement with the manufacturer and the software be
updated every five (5) years to remain current.

The CUS Master Plan Team, together with Plant personnel, have identified that an on-call alert
alarm management software, such as Win911 presently in use at GTL, enhances staff response
to alarms and failures resulting in quicker response time and shorter equipment down time. The
cost of the software varies depending on the number of alarms and notification means (such as
email, voice over IP notifier, smartphone notifier, etc.). The CUS Master Plan Team
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recommends the City expand the Win911 on-call alert system in use at the GTL to Fiveash and
negotiate a maintenance and support agreement with the manufacturer. The CUS Master Plan
Team further recommends the software be updated every five years to remain current.

The existing Cisco Network switches (3500, 3560G, and 2800 series) have been sunset by
Cisco meaning firmware updates are no longer issued by the equipment manufacturer and the
network security is at risk.

The CUS Master Plan Team recommends standardizing on Cisco rack mounted Ethernet
switches and Hirschman panel mounted Ethernet switches, for D&C SCADA, due to staff
familiarity, performance, manufacturer support and ease of application. The CUS Master Plan
Team further recommends maintaining a service agreement with Cisco and Hirschman to
receive and implement software and firmware updates to strengthen system reliability and
security. The CUS Master Plan Team recommends implementing a hardware refresh schedule
to replace these switches every five (5) years to capture product updates, and improvements in
industry standards, and to assist with maintaining network security.

The CUS Master Plan Team recommends creating a secondary server room at the Central
Maintenance Building to house a secondary server and back-up network system for D&C
SCADA to reduce risk of a catastrophic event in the Administration Building Network Room from
rendering the control system inoperative for an extended period of time. The CUS Master Plan
Team recommends that redundant SCADA servers, domain controllers, historian servers, UPS
systems, and network Ethernet switches, be implemented, and activated, in the secondary
server room. The CUS Master Plan Team also recommends obtaining an additional new T1 line
(preferably from a different service provider than current AT&T) to the secondary server room in
the Central Maintenance Building. By obtaining the additional T1 line, or lines, from a different
service provider, the system can be still in operation when one of the service provider’s network
is down.

2.7.2.2 SCADA Controllers

The CUS Master Plan Team recommends using hard-wired signals for critical control signals
from VFDs to the associated local RTU/PLC at each lift station, pump station, or master re-
pump station and use Modbus, or Ethernet, for monitoring of the VFDs less critical parameters.

Critical programming of the SCADA system is presently stored off site through a manual means
of saving critical files to portable storage devices and physically carrying the portable storage
devices off site by City staff. It is recommended that the City implement the recommendations of
section 2.8 of Section UW2 to have interconnectivity with other utility facilities such that offsite
storage can be accomplished automatically.
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2.7.3 Recommendations

The following

summarizes the D&C SCADA system recommendations in order to increase

service reliability in 5 year intervals, for the next 20 years:

1-5 years (* indicates minor cost/policy items not included in Table UW2-6):

REISS ENGINEERING

Study feasibility of a self-healing radio network for applicability to City Distribution
and Collection system.

Create a secondary server room at Central Maintenance Building and implement
redundant D&C SCADA network equipment including switches, servers,
workstations, UPS and additional T1 line.

Conduct annual IT security awareness sessions for all plant personnel.

Install a network intrusion detection system such as Cisco ASA 5512 Adaptive
Security Appliance or Checkpoint.*

Install and configure malware and antivirus protection on all SCADA nodes.
Conduct quarterly vulnerability scans. If staff is unable to perform this on a
regular basis, secure the services of an outside company to review available
software and firmware patches on SCADA network hardware and implement
updates as appropriate.*

Perform firmware and software updates each year.

Lockdown SCADA nodes by restricting user access and permissions; disable
USB ports; and implement the use of passwords of 10 characters, or higher,
using a mixture of letter, numbers, symbols and case sensitivity.

Perform hardware site survey every 5 years.*

Replace existing Cisco catalyst 3500, 3560G, and 2800 series Ethernet switches,
with new Campus LAN Cisco Ethernet switches.

Restrict unauthorized external devices from connecting to the SCADA network.
Apply latest security updates and patches on